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Oversight of the national security information 
classification program has improved, but some 
deficiencies in the activity reports submitted 
by agencies still exist. Complete reporting by 
the agencies and the Information Security 
Oversight Office is necessary if the President, 
the Congress, and the public are to be kept 
fully informed of the program’s status. Some 
agencies have established procedures that make 
it difficult for the Oversight Office to obtain 
all documents needed to effectively inspect 
agency compliance. 

This report recommends actions that should 
improve agency compliance and program 
oversight. 
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To the President of the Senate and the 
Speaker of the House of Representatives 

This report describes the results of our review of the 
first year of operation of the Information Security Oversight 
Office, established by Executive Order 12065 to monitor the 
Government's national security information classification 
program. It also discusses the action taken by the Oversight 
Office to implement recommendations made in our March 9, 1979, 
report. This report is the fourth in a series on the Govern- 
ment's classification program. 

We are sending copies of this report to the Director, 
Office of Management and Budget; the Administrator of General 
Services; the Secretaries of Defense and Energy: and the 
Director of the Central Intelligence Agency. 

Comptroller General 
of the United States 





COMPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

OVERSIGHT OF THE GOVERNMENT'S 
SECURITY CLASSIFICATION 
PROGRAM--SOME IMPROVEMENT 
STILL NEEDED 

DIGEST ---_-- 

A March 1979 GAO report on executive branch 
'-"-'oversight discussed the ineffectiveness 

of the Interagency Classification Review 
Committee in monitoring the Government's 
information security program and made five 
recommendations to ensure that agencies 
comply with the provisions of the Executive 
0 r d e r ;"' "T,,, 

As a result of the implementation of some 
of the recommendations, oversight of the 
program has improved. In some cases, how- 
ever, the Information Security Oversight 
Office did not take the necessary actions 
to ensure effective agency compliance with 
the order. 

ACTIONS TAKEN ON PRIOR 
GAO RECOMMENDATIONS 

GAO recommended that the Oversight Office 
notify the Administrator of General Services 
and the National Security Council when an 
agency fails to comply with significant 
provisions of the order."\"The Oversight 
Office preferred instead to use its influ- 
ence with the agencies to obtain compliance 
with the order. i,.,,It had success in using 
this approach with several agencies, but 
GAO could not determine its effectiveness 
with several other agencies because of 
ongoing negotiations. (See p. 4.) 

GAO recommended that the Oversight Office 
'.-be provided with sufficient staff to develop 
and carry out a strong oversight program. 
The staff has almost doubled, and more com- 
prehensive inspections were being made. 
(See p. 5.) 
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1,,,,,1n the past, the Interagency Classification 
Review Committee annual reports lacked all 
the information necessary to adequately 
inform the President, the Congress, and the 
public of the status of the program. The 
Oversight Office's first annual report was 
more informative than prior reports.,".1 How- 
ever, it did not disclose that the Depart- 
ment of Defense's (DOD's) largest classifier, 
the National Security Agency, was not 
included in DOD's reported classification 
actions. It also did not report eight cate- 
gories of statistics collected from agencies, 
some of which provided meaningful data. 
(See p. 5.) 

18 GAO recommended that the Oversight Office 
"require agencies to submit statistical 
reports that provide complete information 
on their classification activity. Because 
of delays in getting its statistical re- 
porting requirements approved, it required 
agencies to submit statistics for only a 
5-month period in 1979. Although fiscal 
year 1980 reporting should provide a 
better basis to measure agency compliance, 
the Oversight Office is not requiring 
agencies to submit complete statistics on 
(1) the number of classification actions, 
(2) declassification categories assigned 
to information, (3) mandatory review re- 
quests and appeals, (4) individuals who 
classify information, and (5) classifica- 
tion infractions.', (See p. 6.) ,,, ,.I 1' 

111 GAO recommended that the Oversight Office 
revise its instructions to require that 
personnel who are not the original clas- 
sifiers, but who apply classification 
markings on a derivative basis, be iden- 
tified on the documents. 'The Oversight 
Office believed GAO's r&&nendation had 
merit butl,has not taken steps to implement 
it, because it might create an administra- 
tive burden at some agencies. (See p. 9.1 ,), 
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WAIVERS TO EXECUTIVE ORDER 
REQUIREMENTS GRANTED BY 
OVERSIGHT OFFICE 

Between December 1978 and April 1980, the 
-Oversight Office granted nine waivers to 
certain provisions of Executive Order 
12065. GAO believes that the waiver 
granted to the Departments of Defense 
and Energy allowing them to refrain from 
marking the classification level of each 
portion of a document containing both 
national security information and re- 
stricted or formerly restricted data 
covered by the Atomic Energy Act of 1954 
should be rescinded.,,,,,) GAO agrees with an 
assessment made by DOD that not portion 
marking such documents could result in 
(1) improper derivative classification and 
safeguarding, (2) extension of classifica- 
tion beyond the time necessary, (3) addi- 
tional expenses, and (4) unclassified 
information being withheld from the 
public. (See p. 15.) 

OVERSIGHT OFFICE DENIED ACCESS TO RECORDS 

Executive Order 12065 authorizes the Over- 
sight Office to make onsite reviews of 
the information security program at agen- 
cies that handle classified information 
and requires agencies to provide reports 
and other information necessary for the 
Oversight Office to fulfill its responsi- 
bilities. The order allows agencies to 
deny access to only specific categories 
of classified information which "would 
pose an exceptional national security 
risk." 

Notwithstanding the provisions of the 
order, agencies have written directives 
which deny the Oversight Office access to 
records not specified in the Executive 
order . ""'?,,, The denials are based on sec- 
tion Id" D of the Oversight Office's 
implementing directive which was intended 
to control unauthorized dissemination of 
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classified information provided by one 
agency to another, not to prevent the 
Oversight Office from reviewing such 
material in carrying out its oversight 
responsibilities.,,,:), (See p. 25.) 

RECOMMEltTDATIONS 

,,,The Administrator of General Services, in 
consultation with the National Security 
Council, should direct the Information 
Security Oversight Office to: 

--Work with agencies to develop cost- 
effective methods of accumulating and re- 
porting program activity so that agency 
reports contain complete information on 
(1) all classification actions, (2) the 
declassification categories assigned to 
classification actions, (3) mandatory re- 
view requests and appeals, (4) the number 
of individuals who classify information, 
and (5) classification infractions. 

--Revise its instructions to require that 
personnel who apply derivative classifi- 
cation markings be identified on the 
documents. 

--Rescind the waiver to the Departments of 
Defense and Energy concerning portion 
marking national security information 
contained in documents that also contain 
restricted or formerly restricted data. 

--Revise section IV D of its implementing 
directive to clarify that the only records 
that can be denied to the Oversight Office 
in carrying out its oversight function 
are those whose disclosure would pose an 
exceptional national security risk. Such 
a revision, however, should also include 
special arrangements for the Oversight 
Office to obtain access to those documents 
containing intelligence data or references 
to sources and methods that are needed 
to review derivative classifications. 
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AGENCY COMMENTS 

The Oversight Office, primarily because of 
the added costs involved, does not totally 
agree with GAO's recommendations that agen- 
ties should be required to submit complete 
reports on their activities and that deriv- 
ative classifiers should be identified on 
the documents they classify. The Oversight 
Office said that identifying derivative 
classifiers had merit and that it would 
attempt to implement that practice at agen- 
cies where it was economically feasible. 
(See p. 10 and app. I.) 

GAO believes that cost-effective methods 
could be used to collect the data which is 
needed by the Oversight Office to determine 
if the objectives of the Executive order, 
classifying less information and declas- 
sifying it sooner, are being met. However, 
GAO recognizes that the scope of its review 
did not include an evaluation of the fi- 
nancial implications involved in implement- 
ing its suggestion; therefore, GAO has modi- 
fied its recommendation. GAO still believes 
that maintaining control over derivative classi- 
fiers is essential because 95 percent of the 
information classified is done on a clerivative 
basis. 

The Oversight Office has .agreed to reexamine 
its earlier decision on the waiver given to 
the Departments of Defense and Energy. DOD 
is opposed to the waiver, but Energy strongly 
supports it. (See p. 21 and apps. II and 
III.) 

" , 

While the Oversight Office agreed in 
principle with GAO's recommendation on 
access to records, it told GAO that access 
problems in the past had only caused 
limited inconvenience and did not warrant 
a revision to the implementing directive. 
(See p. 29.) 

GAO believes that its findings clearly 
demonstrate the need to revise and clarify 
the section of the implementing directive 
concerning access to records. 

V 
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CHAPTER 1 

INTRODUCTION 

This report was requested by the Chairmen, Subcommittee. 
on Priorities and Economy in Government, Joint Economic Corn-f. 
mittee, and the Subcommittee on Government Information and 
Individual Rights, House Committee on Government Operations. 

The classification of national security information has 
been governed by various Executive orders since 1940 and is 
currently governed by Executive Order 12065, which took effect 
December 1, 1978. It superseded Executive Order 11652, which 
was in effect from June 1972 through November 1978. 

Executive Order 12065 specifies that, except as provided 
by the Atomic Energy Act of 1954, information may be classi- 
fied only as top secret, secret, or confidential. The order 
prohibits the use of special designations, such as "agency 
confidential," in conjunction with the classification 
designations. 

To facilitate excerpting and other uses, each classi- 
fied document, by marking or other means, is to indicate 
clearly which portions are classified, with the applicable 
classification designation, and which portions are not 
classified. 

The classification of information is divided into two 
categories-- original and derivative. An original classifi- 
cation is an initial determination that information, in the 
interests of national security, requires a specific degree 
or level of protection against unauthorized disclosure. A 
derivative classification occurs when classified information 
is extracted or summarized from one document for use in 
another. A derivative classification also occurs when infor- 
mation is classified'based on directions included in an 
approved classification guide. Classification guides have 
to be approved in writing by an agency head or by an official 
with top secret classification authority. 

The President has designated the heads of certain agen- 
cies and officials of those agencies to be original clas- 
sifiers. Some agency officials have top secret authority, 
while others, depending on their need for such authority, 
have secret or confidential. The order has attempted to 



reduce the number of authorized classifiers on the assumption 
that such action will reduce the number of documents unneces- 
sarily classified. 

At the time of original classification of information, 
an individual with original classification authority is 
required by the order to set a date or event for automatic 
declassification no more than 6 years later. Only officials 
with top secret classification authority and agency heads 
listed in the order may classify information for more than 
6 years from the date of original classification. According 
to the order, the authority to extend classification beyond 
6 years "shall be used sparingly." 

U.S. Government information requiring extended protection 
can be classified for up to 20 years without review. Informa- 
tion constituting permanently valuable records of the Government 
must be reviewed for declassification at the end of 20 years, 
but classification can be extended for additional lo-year peri- 
ods, provided the information is reviewed at the end of each 
lo-year period. Foreign government information may be classi- 
fied for 30 years before it has to be reviewed. 

Implementing instructions for Executive Order 12065 
require agencies to take a physical inventory of top secret 
material at least annually. However, agency heads may 
authorize that the annual inventory of top secret informa- 
tion in repositories, libraries, or activities, which store 
large volumes of such information, be limited to documents 
to which access has been afforded within the past 12 months. 

Both orders provided for an oversight group to monitor 
implementation of the program. Under Executive Order 11652, 
the National Security Council (NSC) monitored the program, 
with the assistance of an Interagency Classification Review 
Committee (ICRC) composed of representatives of the Depart- 
ments of Defense, Justice, and State; the Atomic Energy 
Commission (now part of the Department of Energy (DOE)); 
the Central Intelligence Agency (CIA); NSC; and a Chairman 
designated by the President. 

The new order established the Information Security 
Oversight Office (IS001 and placed it within the General 
Services Administration. The order makes the Administrator 
of General Services responsible for implementing and moni- 
toring the program and provides for him to delegate that 
responsibility to ISOO. The Administrator also appoints 



the Director of ISOO, subject to approval of the President. 
The order also made NSC responsible for overall policy direc- 
tion and established the Interagency Information Security 
Committee, comprised of representatives.of major agencies 
involved with national security information. The Committee 
serves to advise IS00 on the order's implementation. 

The order provides that the IS00 Director (1) oversee 
agency actions to ensure compliance with the order and 
implementing directives, (2) develop implementing directives 
in consultation with the agencies and subject to approval 
by NSC, (3) review all agency implementing regulations and 
guidelines for systematic declassification review, (4) have 
authority to make onsite reviews and to require reports, 
information, and cooperation from each agency, and (5) report 
annually to the President, through the Administrator of Gen- 
eral Services and NSC, on implementation of the order. 

To oversee agency actions and ensure compliance with the 
order and the implementing directive, IS00 (1) established 
annual statistical reporting requirements, (2) established 
a schedule for onsite visits to agencies, (3) assisted agen- 
cies in developing training programs, and (4) reviewed agency 
regulations and guidelines. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

This review is the fourth in a series of reviews of 
national security classification policies, procedures, and 
practices. The first report (LCD-78-125, Mar. 9, 1979) 
discussed the need for improved Executive branch oversight 
of the program. A second report (LCD-80-16, Oct. 26, 1979) 
evaluated the Department of Defense's (DOD's) classification 
activities, and a third report (LCD-81-3, Oct. 15, 1980) 
discussed declassification activities by Executive branch 
agencies. 

This review of IS00 was made to determine the status of 
our prior recommendations and to evaluate ISOOfs first year 
of operation. 

We reviewed Executive Order 12065 and its implementing 
directive. We held discussions with the IS00 staff and re- 
viewed statistical reports submitted by the agencies, inspec- 
tion reports by the IS00 staff, and correspondence with the 
agencies. We also reviewed minutes of meetings of the Inter- 
agency Information Security Committee and observed an IS00 
onsite inspection. 
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CHAPTER 2 

ACTIONS TAKEN ON OUR PREVIOUS RECOMMENDATIONS 

Our March 9, 1979, report on executive branch oversight 
of the classification program recommended that the Adminis- 
trator of General Services, in consultation with NSC, should: 

--Require IS00 to report to the Administrator and NSC 
when an agency fails to comply with significant pro- 
visions of Executive Order 12065 or its implementing 
instructions and corrective action has not been 
taken. 

--Provide IS00 with sufficient staff to develop and 
carry out a strong program of indepth, onsite reviews 
at major installations that classify national security 
information. 

We also recommended that the Administrator, in consulta- 
tion with NSC, should direct IS00 to: 

--Fully disclose the amount and significance of statis- 
tical information not included in its annual reports 
and the reasons for the omission. 

--Require agencies, except those specifically exempted 
by NSC, to submit statistical reports on their clas- 
sification actions, actions exempted from declassi- 
fication within the prescribed 6-year period, clas- 
sification abuses and unauthorized disclosures of 
classified information, authorized classifiers, and 
annual physical inventories of top secret material. 

--Revise its instructions to require that personnel 
who apply derivative classification markings be 
identified on the documents. 

The actions taken by IS00 on our recommendations are 
discussed below. 

PROMPT NOTIFICATION OF NONCOMPLIANCE 

The Acting Director of IS00 told us that special reports 
of significant noncompliance should be used only as a last 
resort. He said that IS00 preferred to work with the agen- 
cies to resolve compliance problems. ISOO's approach involves 



notifying agency administrators of its findings and 
recommendations, requesting agency responses, conducting 
followup inspections, and, if necessary, visiting agency 
administrators to inform them personally of problems. 
The Acting Director cited the Department of Commerce as 
an agency with which ISOO's approach had been successful. 
Our review of correspondence between IS00 and Commerce 
showed that Commerce did eventually respond favorably to 
many of ISOO's recommendations. IS00 was also negotiating 
with other agencies, such as the Departments of Justice and 
State, to resolve some areas of noncompliance. Since these 
negotiations were still in process at the time of our review, 
we could not determine the effectiveness of ISOO's approach 
with those agencies. 

NEED FOR SUFFICIENT STAFF 
TO MAKE ONSITE REVIEWS 

At the time of our first review, ICRC had only eight 
staffmembers. The 96 staff visits made in 1977 generally 
consisted of 4-hour discussions with top security officials 
of agencies in the Washington, D.C., area. 

The IS00 staff, which has been increased to 15, has been 
making more comprehensive reviews in the Washington, D.C., 
area. It has also reviewed agencies at the operating level 
and a few DOD contractor facilities. During these reviews, 
which are more in the nature of inspections that take several 
days, the staff evaluates agency procedures, examines documents 
to ascertain the propriety of their classification and marking, 
and evaluates physical security and training. 

During 1979, the staff made 123 inspections and 18 
followup inspections at 52 agencies, including headquarters 
offices in the Washington, D.C., area; field activities in 
Florida, California, and Europe; and DOD contractor facilities 
in Florida and California. In 1980 IS00 visited agency and 
contractor activities in Atlanta, St. Louis, Norfolk, and 
Boston. 

IS00 ANNUAL REPORT 

In the past, ICRC annual reports lacked all the informa- 
tion necessary to adequately inform the President, the Con- 
gress, and the public of the status of the program, because 
ICRC did not require agencies to report complete information 
on classification activities. 
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ISOO’s first annual report, issued in April 1980, was 
more informative than prior ICRC reports. However, it could 
have been misleading because it did not disclose that DOD's 
largest classifier, the National Security Agency, was not 
included in DOD's reported classification actions. Although 
the report stated that some statistics collected from the 
agencies were omitted because of the lack of consistent 
agency reporting, we found that some of the eight categories 
of omitted statistics could have been presented. For example, 
the report did not include information that showed that agen- 
cies reported over 8,000 instances of safeguarding infractions, 
over half of which were improper classification markings. 

swrIs~IcA~ I~EPORTING PROBLEMS 

In our first report, we noted that classification 
activity reported to ICRC by agencies was incomplete and did 
not provide an effective means of evaluating agencies' com- 
pliance with Executive Order 11652. IS00 required agencies 
to submit statistics for only a 5-month period in 1979. 
Although fiscal year 1980 reporting should provide a better 
basis to measure agency compliance, IS00 is not requiring 
agencies to submit complete statistics on (1) the number 
of classification actions, (2) declassification categories 
assigned to information, (3) mandatory review requests and 
appeals, (4) individuals who classify information, and 
(5) classification infractions. Each of these five areas 
is discussed in more detail below. 

Classification actions 

A major objective of Executive Order 12065 is to 
increase openness in Government by reducing the amount of 
information being classified. One way to evaluate the 
successfulness of this objective is for IS00 to accumulate 
and compare, over a period of years, statistics on the total 
number of classification actions by the Government. 

Agencies generally reported more complete data to IS00 
on classification actions for 1979, than last reported to 
ICRC in 1977. DOD, however, continues to understate its 
classification actions. During a 3-week period in 1979, DOD 
sampled 1,005 of its units and compiled the classification 
actions reported by 71 percent of these units. The National 
Security Agency, the component that generates the largest 
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volume of classified information within DOD, was not included 
in the sample. This problem will continue because IS00 
approved a reporting method for fiscal year 1980 that only 
requires DOD to sample messages processed worldwide through 
its Switch Network Automatic Profile System. We noted in our 
first report that this sampling method did not show the declas- 
sification category of the messages processed nor did it con- 
sider the millions of other classification actions, other than 
messages. DOD plans to report the declassification category 
of the messages processed by applying declassification category 
percentages from the DOD sampling method used for 1979. How- 
ever, DOD will not report the millions of classification 
actions other than messages. 

We believe that IS00 should rescind its approval 
allowing DOD's sample of classification actions to COnSiSt 

only of messages on its Switch Network Automatic Profile 
System. IS00 should require that DOD's sample include in- 
formation within its components that reflects a representa- 
tive number of the classification actions it generates. 

Declassification categories 
assigned to information 

To make information available to the public as soon as 
practicable, consistent with national security requirements, 
the order requires that at the time of original classification 
each original authority shall set a date or event for auto- 
matic declassification no more than 6 years from the date of 
classification. However, designated agency heads and offi- 
cials with top secret classification authority may classify 
information for more than 6 years, provided they set a date 
or event for declassification or review not more than 20 years 
from the date of classification. According to the order, this 
authority should be used sparingly. 

IS00 requires agencies to report the declassification 
categories assigned to only that information that is orig- 
inally classified. However, about 95 percent of all clas- 
sification actions are derivative, and the declassification 
categories of these actions are not reported to ISOO. 

We believe that to accurately determine how much infor- 
mation is classified for the standard 6-year period and 
longer, IS00 should require statistics on the declassifica- 
tion categories of information classified both originally 
and derivatively. 



Mandatory review 
requests and appeals 

Executive Order 12065 and its implementing directive 
require agencies to establish mandatory review procedures 
for public requests for the declassification and release of 
information. Agencies must decide whether or not to release 
this information, in total or in part, within 60 days of the 
request. An individual can appeal that decision, which must 
then be acted on within 30 days. 

ISOO, however, does not require agencies to periodically 
report the total number of outstanding mandatory review re- 
quests and appeals that exceeds the required time limits for I 
a decision. IS00 only requires that agencies provide informa- 
tion on the number of cases disposed of during a given period. 

We believe that IS00 should require agencies to periodi- 
cally submit the total number of mandatory review requests 
and appeals exceeding the 30- and 60-day requirement, as well 
as the number disposed of during each period. Such a require- 
ment would provide IS00 with a basis to monitor agency compli- 
ance with the order. 

Individuals who classify information 

The order allows classification guides to be used to 
derivatively classify information. Agencies reported that 
about 95 percent of all classification actions were deriva- 
tive. In September 1979 DOD had about 170,000 derivative 
classifiers compared to about 2,000 original classifiers. 
ISOO, however, requires agencies to report only the number 
of original classifiers. In its April 1980 annual report, 
IS00 stated that it would continue to encourage agencies to 
limit the number of derivative classifiers in the belief that 
this would result in fewer classification actions. 

Since classification guides can be used to derivatively 
classify information and since most classification is deriva- 
tive, we believe that IS00 should require agencies to report 
the total number of original and derivative classifiers. 

Classification infractions 

Pursuant to the NSC directive for implementing Executive 
Order 11652, ICRC required agencies to submit reports of 



classification infractions, including unnecessary classifica- 
tion, overclassification, unauthorized classification, and 
failure to show classification authority. Agencies generally 
find infractions during internal inspections. 

Reporting requirements for the 5-month test period in 
1979 provided for agencies to report the types of classi- 
fication infractions described above. However, instructions 
and forms sent to agencies in April 1980, for reporting 
classification activity for 1980, did not provide for those 
items to be reported. We believe that in order to conduct 
an effective oversight program, IS00 should require agencies 
to report classification infractions. With such reporting 
IS00 can determine if improvements are being made in the 
classification and protection of national security information. 

IDENTIFICATION OF PERSONNEL WHO 
APPLY DERIVATIVE MARKINGS 

Executive Order 12065 contains a special section on the 
use of derivative classification. The order allows the use 
of classification guides, which in effect, delegate authority 
to all individuals with proper security clearances to apply 
classification markings to information, based on instructions 
in the guides. Some agencies, such as DOE and CIA, specifi- 
cally authorize the individuals who may classify on a 
derivative basis. We believe, however, that the use 
of classification guides, in most cases, eliminates 
the personal accountability that should be a part of the 
classification process. Therefore, we recommended that 
IS00 instruct agencies to require that personnel who 
apply derivative classification markings be identified 
on the documents. 

IS00 officials told us that our recommendation had 
merit, but that IS00 did not have time to address it. Some 
agencies were not receptive to our recommendation because 
they believed sufficient accountability was provided by 
showing the office of origin on documents as required by 
the IS00 implementing directive. IS00 officials told us 
that DOE and CIA have devised a means of identifying on 
their documents the individuals who apply derivative clas- 
sification markings. We believe that their desire to 
maintain accountability is commendable. We do not believe 
that showing the office of origin on documents provides 
for sufficient accountability and control, especially in 
DOD where there is a constant rotation of military personnel. 
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RECOMMENDATIONS --a- 

We recommend that the Administrator of General S'ervices, 
in consultation with NSC, direct IS00 to: 

--Work with agencies to develop cost-effective methods 
of accumulating and reporting program activity so that 
agency reports contain complete information on (1) all 
classification actions, (2) the declassification cat- 
egories assigned to classification actions, (3) manda- 
tory review requests and appeals, (4) the number of 
individuals who classify information, and (5) classi- 
fication infractions. ,, ,,,~,,,,,,N ,m, 

--Revise its instructions to require that personnel who 
apply derivative classification markings be identified 
on the documents. 

Complete reporting of classification actions by DOD will 
require IS00 to rescind its approval allowing DOD's sampling 
of classification actions to consist only of messages on its 
Switch Network Automatic Profile System. 

AGENCY COMMENTS AND OUR EVALUATION 

IS00 comments and our evaluation 

On August 22, 1980, the Director of IS00 commented on 
our findings and recommendations (see app. I). In commenting 
on our recommendation that IS00 should require agencies to 
submit complete statistical reports on their classification 
actions, IS00 stated that it has always been its policy to 
do so, consistent with the value of the data to the cost of 
collecting it. 

IS00 said that, because it is information that is 
classified and not documents, agencies were only required 
to estimate the number of documents derivatively classified. 
IS00 further stated that "since in a derivative action the 
classifier only applies markings to information previously 
classified by an original authority, no new information is 
being withheld from the public by such action." According 
to ISOO, similar rationale was applied to its decision not 
to require agencies to report the declassification cate- 
gories assigned to documents derivatively classified. 

IS00 said that its policy included the complete reporting 
of mandatory review requests and that a detailed review of 
agencies' mandatory review programs was a major item in its 
inspection program. 
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IS00 did not agree that agencies should continue to 
report the number of derivative classifiers because "the 
exigencies of program continuity would not allow significant 
deviations" from a one-time figure that agencies reported 
during a S-month test period in 1979. Those deviations, 
according to ISOO, would not warrant the cost to gather 
the data. 

IS00 said that it has always required the reporting 
of classification infractions and will continue to do so. 

IS00 agreed that our recommendation that personnel who 
apply derivative classification markings be identified on 
the documents had merit, but said that in some activities 
it would create an administrative burden beyond benefits. 
IS00 said it would encourage adoption of the recommendation 
at those agencies where it was economically feasible to do 
so and would seek further justification from those agencies 
where such a situation was not the case. 

': 

Two reporting items that IS00 believes may not be cost 
effective relate to the order's two basic objectives of 
classifying less information and declassifying it sooner. 
Without reasonably reliable information, neither IS00 nor 
anyone else can determine the extent to which those objec- 
tives are being met. Generally, there are two ways to collect 
the information needed by IS00 to make that determination. 
One method is to require loo-percent reporting by all agen- 
cies. For a large organization, such as DOD, this could be 
a costly method. The second method is to use some form of 
statistical sampling. Properly planned and executed, a 
statistical sample could provide nearly as good information 
as loo-percent reporting but at a much lower cost. Since 
effective oversight of the program is essential to ascertain 
the achievement of intended objectives, IS00 should work with 
the various agencies to develop cost-effective methods of 
gathering the needed'information. Since the scope of our 
review did not include an evaluation of the financial in- 
plications involved in implementing our recommendation, we 
have modified the recommendation to provide for IS00 and 
the agencies to develop cost-effective methods of report- 
ing program activity. 

Decause derivative classification accounts for about 
95 percent of the tens of millions of documents classified 
annually, we believe that statistics related to that type 
of classification are important and should be reported. 
DOD has over 1,000 classification guides that are used by 
its derivative classifiers, which DOD estimated to be 
170,000. The application of classification markings by 
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derivative classifiers requires judgment, bused on the 
interpretation of instructions in classification guides 
and the use of information taken from source documents. 
DOD requires a classification guide for each classified 
system, programr plan, or project. The guides identify 
the information to be protected and the level of classi- 
fication for specific items. Most information in DOD is 
classified on the basis of guides. Contrary to what IS00 
said, new information on a subject is classified and with- 
held from the public. Our 1979 review of classified docu- 
ments at 23 DOD offices showed that about 30 percent were 
derivatively classified on the basis of instructions in- 
cluded in classification guides. We believe that it is 
important for IS00 to monitor the amount of information 
that is classified originally and derivatively. 

According to ISOO's annual report, there were about 
241,000 derivative classifiers in the Government at the end 
of fiscal year 1979. In that report IS00 said that it would 
continue to encourage agencies to limit the number of deriva- 
tive classifiers. It is difficult to comprehend how IS00 
intends to monitor the success of its efforts, if all agencies 
are not required to periodically compile statistics on the 
number of derivative classifiers. 

With respect to mandatory review requests, the complete 
reporting that IS00 referred to does not show the number of 
requests or appeals that are older than the respective 60- 
and 30-day requirements of the order. Our reviews have shown 
that many requests are substantially older than 60 days. We 
believe that agencies should be required to report the age 
status of all open requests and appeals; i.e., over 60 days, 
over 120 days, over 240 days, etc. 

IS00 is incorrect in its statement that it has always 
required the reporting of classification infractions. The 
proposed reports for fiscal year 1980, sent to agencies in 
April 1980, did not contain any provision for reporting the 
type of classification infractions described on page 8. The 
proposed reporting will include only those infractions in- 
volving physical safeguards. 

ISOO's approach to our recommendation for identifying 
derivative classifiers on the documents that they have 
classified indicates something less than a wholehearted 
attempt to improve control and instill a greater sense of 
accountability in the classifiers. We do not agree that 
adding the classifiers' names to the markings already re- 
quired to be on the documents would create an administrative 
burden. 
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DOD comments and our evaluation 

On September 9, 1980, the Deputy Under Secretary of 
Defense, Policy Review, commented on our findings and recom- 
mendations (see app. II). DOD believed that our report 
implied that DOD was deceptive in understating the number of 
classification actions; however, it acknowledged that classi- 
fication actions of the National Security Agency were omitted. 
DOD said that after a sampling of DOD activities was taken, it 
was discovered that the data base from which the sample was 
drawn did not contain all elements of the Security Agency. 
DOD further said that it told IS00 that data regarding its 
classification actions did not include the Security Agency 
because the agency was found to be unrepresentative in the 
unit identification code data base from which the sample was 
drawn. DOD told us that the reason for excluding the Security 
Agency from the data base sample was that Public Law 86-36 
(approved May 29, 1959) prohibits the disclosure in unclassi- 
fied reports of information that reveals the organization, 
functions, number of employees or their identities, or 
activities. 

DOD defended its use of the Switch Network Automatic 
Profile System as being economical and sufficient to plot 
trend lines, even though it acknowledged that the statistics 
derived therefrom excluded sensitive compartmented information 
and other classes of documentation. 

DOD questioned the usefulness of implementing our recom- 
mendation that IS00 require agencies to report the number of 
derivative classifiers. DOD said that "failure on the part 
of the derivative classifier to respect proper classification 
decisions is a failure in responsibility, not authority" and 
that for reporting purposes, a derivative classifier was 
defined as one who has a security clearance at a stated level 
and who is authorized to sign or approve official documentation 
of an organization.' DOD did not agree that derivative clas- 
sifiers should be identified on the documents they classify 
because the person signing a document becomes accountable for 
its content and classification. In addition, DOD said the 
recommendation would impose an additional administrative burden 
with no benefit to the information security program. 

If Public Law 86-36 was the basis for omitting statistics 
on Security Agency classification actions, then IS00 should 
have been so informed, and ISOO's annual report for 1979 should 
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have contained a disclaimer to that effect. In our March 
1979 report, we noted that the Security Agency had between 
50 and 100 million classification actions a year. That 
means that its classification activity is probably greater 
than the combined total activity of all other components 
and agencies of the Government. 

We do not agree with DOD that an improper derivative 
classification is a failure in responsibility. Our review 
of DOD facilities showed many instances where derivative 
classifiers improperly used authority, or used authority 
which they did not have, to classify documents. Further- 
more, in many cases, the individuals who applied derivative 
classification markings, based on classification guides or 
source documents, were not the same individuals who signed 
the documents. We believe that the high incidence of clas- 
sification infractions disclosed by our DOD review was 
partly due to the manner in which DOD handled the derivative 
classification process. We further believe that requiring 
the individuals who derivatively classify documents to be 
identified on those documents makes the individuals more 
conscious of the fact that they are accountable for their 
actions. 
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CHAPTER 3 

WAIVERS TO EXECUTIVE ORDER 

REQUIREMENTS GRANTED BY IS00 

Executive Order 12065 and its implementing instructions 
provide that the Director of IS00 may issue waivers to re- 
quirements of certain provisions of the order. During the 
17-month period, December 1, 1978, through April 30, 1980, 
IS00 granted the nine waivers that are summarized below. We 
believe that the waiver granted DOD and DOE in January 1980, 
involving portion marking, should be rescinded. That waiver 
is discussed after the summary. 

Waivers Granted 

Date Aqency Subject 

01/02/79 Environmental Marking. Authorizes the use 
Protection of the word "confidential" 
Agency in a phrase used to mark 

business data furnished under 
the Toxic Substances Control 
Act. The Executive order 
prohibits the use of the words 
confidential, secret, and top 
secret in conjunction with 
other words. 

01/19/79 DOD 

07/20/79 DOD 

08,'03/79 CIA 

Portion marking. Authorizes a 
one-time submission of three 
reports by the Secretary of 
Defense to the Congress without 
portion .marking. Prohibits 
derivative classification of 
data in the reports. 

Annual inventory of top secret 
information. Waives require- 
ment for material held in a 
section of the Documents Divi- 
sion, Joint Chiefs of Staff. 

Portion marking. Waives re- 
quirement for one class of 
documents. 
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Date Agency 

08/30/79 DOD and DOE 

09/12/79 National 
Security 
Agency 

10/20/79 All agencies 

01,'30/'80 DOD and DOE 

03/'13/80 Bureau of the 
Census 

Subject 

Portion marking. Waives re- 
quirement for naval nuclear 
propulsion information. 
Prohibits use of such data 
as basis for derivative 
classification. 

Annual inventory of top secret 
information. Waives require- 
ment for sensitive, cryptologic 
information acquired, stored, 
and accessed through automatic ' 
systems. 

Systematic review for declassi- 
fication. Extends the lo-year 
re-review requirement to 30 
years for certain categories of 
intelligence information-- 
involving foreign Government 
information, sources, and 
methods, and cryptology--that 
has already been systematically 
reviewed. 

Portion marking. Waives re- 
auirement when document contains 
national security information 
covered by the Executive order 
and information covered by the 
Atomic Energy Act of 1954. 

Marking. Authorizes the use of 
the term "census confidential." 

PORTION MARKING WAIVER 
TO DOD AND DOE 

In January 1980 IS00 granted a waiver to DOD and DOE 
to the portion marking requirements of section l-504 of the 
Executive order, with respect to documents containing national 
security information covered by the order and information on 
nuclear matters covered by the Atomic Energy Act of 1954. We 
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believe that the waiver should not have been given because it 
could result in the continued classification of information 
that should be declassified or the classification of informa- 
tion that should not have been classified in the first place. 

Section 142 of the 1954 act (42 U.S.C. 2162) provides 
that the Atomic Energy Commission (now part of DOE) shall 
from time to time determine the data within the definition of 
"restricted data," which can be published without undue risk 
to national security, and shall declassify and remove such 
data from the restricted data category. The act defines 
restricted data as all data concerning the (1) design, manu- 
facture, or utilization of atomic weapons, (2) production of 
special nuclear material, or (3) use of special nuclear mate- 
rial in the production of energy, but shall not include data 
declassified or removed from the restricted data category. 

Data can be removed from the restricted data category 
when DOE and DOD jointly determine that such data, relating 
primarily to the military use of atomic weapons, can be 
adequately safeguarded as defense information. The data 
so removed from the restricted category is referred to as 
formerly restricted data. While formerly restricted data 
remains defense information, it cannot be made available to 
any nation or regional defense organization except pursuant 
to an agreement for cooperation. 

DOE has established regulations covering the classifi- 
cation and handling of restricted and formerly restricted 
data. The regulations do not require that documents be 
portion marked to indicate which portions, paragraphs, or 
sections contain restricted or formerly restricted data or 
unclassified data. In addition, the regulations do not 
designate a specific time frame for removing, or reviewing 
for removal, data from the restricted category and placing 
it in the formerly restricted category. However, the regu- 
lations provide that.DOE documents containing only regular 
national security information (no restricted or formerly 
restricted data) are to be classified and marked in accord- 
ance with the Executive order. The regulations further 
provide that documents containing both restricted and 
formerly restricted data and other national security 
information need not be portion marked. 

A problem arose because DOD regulations provided for 
portion marking national security information and restricted 
and formerly restricted data and DOE regulations did not. 
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As a result, DOD agencies working with DOE in the Joint Atomic 
Weapons Publication System were unable to get DOE to portion 
mark joint publications. 

On June 18, 1979, after reviewing the DOE regulations, 
IS00 requested that DOE, as a minimum, amend the regulations 
to require portion marking of national security information 
in documents that also contain restricted or formerly re- 
stricted data. IS00 told DOE that, preferably, all data in 
such documents should be portion marked, even though IS00 
acknowledged that the Executive order recognized the preemi- 
nence of the 1954 Atomic Energy Act in matters pertaining to 
restricted and formerly restricted data. IS00 advised 
DOE that even the minimum amount of portion marking would 
facilitate the excerpting and review of information requested 
by the public under the provisions of the Freedom of Informa- 
tion Act and the mandatory review provision of the Executive 
order. 

On July 9, 1979, DOE rejected ISOO's request. DOE said 
that it and its predecessor agencies had found that the portion 
marking of documents containing restricted or formerly re- 
stricted data, with or without national security information 
covered by the Executive order, "does not provide adequate 
security protection of such information, and, indeed, tends 
to place such information in increased jeopardy of unauthorized 
disclosure." DOE further stated that since the 1954 act con- 
tained more stringent protection requirements than the 1978 
Executive order, it was obliged to follow the former in order 
to adequately protect restricted and formerly restricted data. 

On July 17, 1979, IS00 informed DOE that its regulations 
must be changed to require portion marking of national security 
information in documents which also contain restricted and 
formerly restricted data. IS00 advised DOE that, pursuant to 
the Executive order, it could appeal the decision to NSC, in 
which case, its regulations would remain in effect for 1 year 
or until the appeal was decided, whichever occurred first. 

The IS00 records did not indicate if DOE responded to 
IS00 or appealed the decision to NSC. However, it appears 
that ISOO, DOE, and DOD did discuss the issue. 

In a November 19, 1979, memorandum to IS00 identifying 
major problems encountered.in implementing the Executive 
order, DOD stated that the DOE practice of not portion marking 
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national security information in documents containing 
restricted and formerly restricted data was a source of 
difficulty and confusion in DOD which had been portion marking 
classified documents since 1964; when such documents were 
disseminated without portion marking, they tended "to thwart 
the achievement of precision in any subsequent derivative 
classification process." DOD further stated that the practice 
could result in (1) improper derivative classification and 
safeguarding, (2) extension of classification beyond the time 
necessary, (3) additional expenses, and (4) unclassified in- 
formation being withheld from the public. 

Nevertheless, on November 23, DOD formally requested that 
IS00 approve a waiver which would allow the Defense Nuclear 
Agency to deviate from the Executive order portion marking 
requirement, with respect to technical publications of the 
Joint Nuclear Weapons Publication System that contain national 
security information and restricted and formerly restricted 
data. 

In a December 6 memorandum to NSC, IS00 advised NSC of 
the DOD request and of the planned issuance of a waiver, as 
an interim measure, until the issue with DOE was resolved. 
IS00 asked NSC to determine if DOE intended to appeal ISOO's 
July 17 decision and how long such an appeal would take to 
be resolved. IS00 also requested NSC's thoughts on the issu- 
ance of the limited waiver as an interim measure. As of 
June 30, 1980, NSC had not responded to ISOO. 

On December 18, 1979, DOD requested ISOO's assistance 
in expeditiously resolving the problem because the Defense 
Nuclear Agency had stopped the printing and distribution of 
Joint Nuclear Weapons publications until the marking require- 
ments could be observed or a waiver could be granted. 

In a January 25, 1980, letter, DOE requested IS00 to 
reconsider its position. DOE asked IS00 to consider recent 
discussions and evidence presented regarding paragraph marking 
of documents containing restricted or formerly restricted 
data and national security information. 

On January 30, IS00 advised DOD and DOE that it was 
granting a waiver from the portion marking requirements of 
the Executive order for all documents containing restricted 
or formerly restricted data and national security informa- 
tion. IS00 concluded that "because of the complexity and 
sensitivity of the subject matter, portion marking could, 
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in some instances, pose a security threat to the information." 
IS00 also advised DOD and DOE that any technical publications 
not portion marked must bear a notice substantially as follows: 

"Pursuant to and in accordance with a waiver 
granted by the Acting Director, Information 
Security Oversight Office, this technical pub- 
lication is not portion marked in accordance 
with Section l-504 of Executive Order 12065. 
The use of information contained in this pub- 
lication as a source for derivative classifi- 
cation is prohibited." 

An ISOd official told us that IS00 decided to grant the 
waiver after IS00 had examined several documents that three 
DOE classifiers had portion marked. The IS00 official said 
that the three classifiers had marked the same documents 
differently. If such variances are commonplace, we believe 
that there may be a problem with the classifiers' comprehen- 
sion of the classification guides or guidance and not in the 
portion marking requirements. 

CONCLUSIONS 

We believe that the waiver granted to DOD and DOE to the 
portion marking requirements of section l-504 of Executive 
Order 12065 should be rescinded. We further believe that 
the reasons DOD cited in its November 19, 1979, memorandum, 
of what could result when portion marking is not observed, 
are valid reasons for requiring portion marking of national 
security information when it is contained in documents with 
restricted or formerly restricted data. We agree with ISOO's 
initial determination that it would even be advisable, though 
not required by the Executive order, to portion mark the 
restricted or formerly restricted data. 

DOD has been portion marking classified documents since 
1964. Portion marking, among other things, facilitates 
derivative classification, which is often required. The 
waiver granted DOD and DOE, however, prohibits derivative 
classification when documents containing restricted or 
formerly restricted data and national security information 
are not portion marked. If information in such documents 
has to be used in other documents, the information will have 
to be classified through the use of classification guides or 
by an original determination of the level of classification. 
Such a situation could produce differences in the classifica- 
tion designation, depending upon the individual. 
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RECOMMENDATION 

We recommend that the Administrator of General SerViCeS, 

in consultation with NSC, direct IS00 to rescind the 
January 30, 1980, waiver to the Departments of Defense and 
Energy concerning portion marking national security informa- 
tion contained in documents that also contain restricted or 
formerly restricted data.'1 

AGENCY COMMENTS AND OUR EVALUATION 

IS00 comments and our evaluation 

IS00 told us that its decision to grant the waiver was 
made after it had carefully studied the problem and held 
extensive discussions with DOD and DOE. IS00 recognized the 
possibility that not requiring portion marking might result 
in the improper or unnecessary classification of information 
extracted from a document. However, it said that requiring 
derivative classifiers to use DOD/DOE classification guides 
should control instances in which this might occur and should 
materially assist in achieving consistency in the classifica- 
tion process. IS00 said that, in coordination with DOD and 
DOE, it would reexamine the waiver. 

We are gratified that IS00 plans to reexamine the waiver. 
ISOO's statement that requiring derivative classifiers to use 
classification guides will preclude improper or unnecessary 
classification and assist in achieving consistency in the 
classification process appears to be illogical. If the indi- 
vidual who initiates a document has a problem portion marking 
it, is it logical to assume that the individuals who receive 
that document and need to extract portions can do so accurately 
and consistently using classification guides? 

DOE comments and our evaluation 

On August 15, 1980, the Acting Controller of the Depart- 
ment of Energy commented on our findings and recommendations 
(see app. III). DOE believed that portion marking documents 
containing restricted and formerly restricted data and national 
security information posed a threat to the security of such 
information because it would allow derivative classifiers to 
rely on such markings, and errors could occur in the marking 
process. Such errors could result in restricted and formerly 
restricted data being handled (1) as unclassified, (2) at a 
lower classification level than appropriate, or (3) by indi- 
viduals without appropriate clearances. 
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DOE said that the example referred to by the IS00 
official (see p. 20) involved two highly knowledgeable 
technical personnel who were instructed to classify para- 
graphs out of context, and a third individual who reviewed 
and disagreed with some of their determinations. According 
to DOE, the disagreements arose not because of a difference 
in interpretation of classification policy, but because the 
third person was reviewing the paragraphs in context. DOE 
said that classifying a paragraph out of context means that 
classified associations between that paragraph and other 
paragraphs in the document or in other documents are not 
considered. DOE concluded that classified information could 
be obtained even when paragraphs were portion marked in con- 
text because of the association of information that was 
classified by different individuals and reviewers. 

DOE did not agree with DOD's statement about the effects 
of not portion marking. (See p. 19.) DOE indicated that 
there were viable substitutes to portion marking to ensure 
that classified information is properly classified. DOE cited 
for example, using classification guides and requiring deriva- 
tive classifiers to verify the information's current level 
of classification before it is derivatively classified. DOE 
did not believe that the absence of portion marking results 
in the extension of classification beyond the time necessary 
because, even when information is portion marked, the marked 
portions do not indicate how long each portion is to remain 
classified. DOE said that it was not advocating a requirement 
to indicate the duration of classification of each portion of 
a document for the following reason. 

"We believe this would place an onerous burden 
on classifiers who are already required to devote 
more of their time to marking classified documents 
than seems necessary. Such attention to detail 
takes valuable time that could be used for carry- 
ing out their primary function (which virtually 
always is not classifying documents)." 

DOE said that the report was not clear as to what 
additional expenses would be incurred, so it addressed the 
following three possible expenses 

--issuing and maintaining classification guides, 

--verifying the classification of extracted informa- 
tion, and 
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--reviewing a nonportion-marked document for public 
release or other purposes. 

DOE also said that it was not clear how the lack of 
portion marking could be the cause of unclassified informa- 
tion being withheld from the public. 

DOE thought that our recommendation was overly harsh and 
appeared to circumvent DOE's right to appeal any decision by 
IS00 to rescind the waiver. 

We agree with DOE that portion marking can result in 
errors because derivative classifiers rely on such markings; 
however, allowing individuals other than the initiator of a 
document to determine the appropriate level of classification 
for information extracted from that document would seem likely 
to cause as many, and possibly more, errors because of dif- 
ferences in perspective. Furthermore, DOD has been portion 
marking national security information and restricted and 
formerly restricted data since 1964. 

With regards to DOE's comments concerning the problem of 
classifying paragraphs out of context, DOD has provided for 
that problem in its regulations. The DOD regulations provide 
that in unusual circumstances, when a compilation of unclas- 
sified portions could reveal national security information, 
the unclassified portions may be classified, but must be 
supported by a written explanation for the classification. 

We do not agree with DOE's evaluation of the four effects 
of not portion marking, as set forth by DOD. If the originator 
of a classified document, usually considered to be the most 
knowledgeable on the subject, marks the classified portions, 
such action would seem to reduce the possibility of error or 
inconsistency when portions of the document are subsequently 
extracted and derivatively classified by individuals, possibly 
less knowledgeable. Portion marking would negate the need for 
each derivative classifier to review a classification guide in 
order to determine the appropriate marking for each portion 
extracted, thus saving time and money. The classified por- 
tions could be declassified at the date specified for national 
security information instead of remaining classified for the 
extended periods provided for in the Atomic Energy Act for 
restricted and formerly restricted data. Portions of the 
document that are marked unclassified can be extracted and 
appear in other documents without any restrictions on 
dissemination. 
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We believe that DOE's statement (see p. 22) that 
classifiers already spend more time than necessary to mark 
documents may be the primary reason for DOE's opposition to 
portion marking. We do not believe that our recommendation 
is overly harsh. It was not intended to deny DOE nor does 
it deny DOE the right to appeal any action that might be 
taken by IS00 to rescind the waiver. 

DOD comments and our evaluation 

DOD told us that it continued to believe that portion 
marking achieves precision in any subsequent classification 
process. DOD was concerned that our reference to its 
November 1979 correspondence with IS00 gave the appearance 
that it acted in an ambivalent manner in opposing and then 
supporting the portion marking waiver, which it said was not 
the case. DOD clarified its position as follows. 

"The waiver requested by the Department of 
Defense was to apply only to a single series of 
technical documents developed and published 
jointly by the Departments of Energy and Defense. 
The Department of Defense requested the waiver 
only after publication of these documents, vital 
to certain military logistics and operations, was 
delayed intolerably by the conflict in DOE and 
DOD policies and regulations governing portion 
marking." 
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CHAPTER 4 

IS00 DENIED ACCESS TO RECORDS 

Executive Order 12065 authorizes IS00 to make onsite 
reviews of the information security program at agencies that 
handle classified information and to require of each agency 
reports, information, and other cooperation, as necessary, to 
fulfill its responsibilities. The order allows agencies to 
deny IS00 access to specific categories of classified infor- 
mation which "would pose an exceptional national security 
risk." The Director of IS00 may appeal such denials to NSC. 

Notwithstanding the provisions of the order, agencies 
have written directives which deny IS00 access to records 
other than the type specified in the Executive order. IS00 
can be denied access to records 

--originated by an agency other than the one being 
inspected and 

--originated in some instances by the agency itself. 

We believe that, except as specifically provided for in 
the Executive order, IS00 should not be denied access to 
classified records. 

AGENCY DIRECTIVES ON ACCESS TO RECORDS 

DOD and CIA have issued directives which limit ISOO's 
review of their records. These directives base part of the 
access to records denial on section IV D of ISOO's imple- 
menting directive to Executive Order 12065. Section IV D, 
commonly referred to as the "third agency rule," states that 

"Except as otherwise provided by section 102 
of the National Security Act of 1947, * * * 
classified information originating in one 
agency may not be disseminated outside any 
other agency to which it has been made avail- 
able without the consent of the originating 
agency," 

The implementing directive to Executive Order 11652, 
which preceded Executive Order 12065, contained a similar 
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provision. The Acting IS00 Director told us that the concept 
of the third agency rule had been in existence for many years. 
Its intent is to control unauthorized dissemination of clas- 
sified information provided by one agency to another. 

In a July 31, 1979, memorandum, CIA specified that any 
CIA information in the possession, custody, or control of 
another agency will not be made available to IS00 without 
prior CIA approval. The same procedures also applied to 
any information of another agency in the possession, custody, 
or control of CIA. CIA required its personnel to screen 
records before making them available to IS00 inspectors to 
determine if, any information therein revealed sources and 
methods or constituted an exceptional risk. It further stated ' 
that information revealing intelligence sources and methods 
could be deleted, if necessary to protect sensitive informa- 
tion, from any document shown to IS00 personnel and that the 
entire document could be withheld if the remaining information 
was misleading or not meaningful. 

CIA told us that it based its authority for such action 
on the National Security Act of 1947 which provides that the 
Director of Central Intelligence shall be responsible for 
protecting sources and methods from unauthorized disclosure. 
CIA also said that it offered either to send representatives 
to screen CIA documents at agencies where IS00 was reviewing 
documents or to make copies of the screened CIA documents 
available to IS00 at the CIA headquarters office. 

In a January 2, 1980, memorandum, DOD informed its 
departments and agencies that because of the third agency 
rule, as specified in the IS00 directive, it would not.permit 
IS00 inspectors access to classified documents originated by 
departments or agencies outside of DOD. DOD further directed 
its departments and agencies to use discretion in making cer- 
tain DOD originated documents available to ISOO. DOD gave 
two examples: classified documents pertaining to the 
Strategic Arms Limitation Treaty and those that present 
options that have not yet been acted on by the heads of 
respective organizations. 

In a February 15, 1980, letter to NSC, the Acting 
Director of IS00 proposed ground rules that IS00 would 
follow during its onsite inspections of WC. Under those 
rules, NSC staff would screen information before it would 
be made available to IS00 inspectors. In addition, IS00 
would have access to documents generated by the NSC staff 
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but not to records generated by other agencies in NSC’s 
possession. If records were denied because of the third 
agency rule, the staff would provide a written, unclassi- 
fied description of the information so that the IS00 in- 
spectors could visit the agency originating the information 
to review the document. As of May 31, 1980, NSC had not 
responded to the IS00 letter. 

IMPACT OF LIMITED ACCESS TO RECORDS 

During calendar year 1979, IS00 began reviewing agency 
files during its onsite inspections to determine if the 
classification and declassification markings were correctly 
applied and whether documents were properly classified. IS00 
also used the information to determine general trends and to 
verify statistical data agencies had reported to ISOO. 

IS00 has, when allowed access to agencies' files, 
identified instances of noncompliance with the provisions of 
the order. We reviewed IS00 inspection reports and found 
the following instances where IS00 inspectors, with proper 
clearances for access to national security information, had 
been denied access to records. 

--The Organization of the Joint Chiefs of Staff did 
not allow IS00 to review documents on a random basis 
because of the highly sensitive nature of the Organi- 
zation's mission. 

--The Immigration and Naturalization Service denied 
access to CIA documents in its possession and to its 
documents containing information extracted from CIA 
documents. The Service informed IS00 that CIA had 
instructed the Service not to disclose CIA information. 

--NSC denied IS00 access to all classified documents 
from any source. IS00 has written NSC that IS00 
should have access to the documents, but not to other 
agencies' documents. As of May 31, 1980, NSC had not 
responded to the IS00 letter. 

In a February 1980 letter to NSC, the Acting IS00 
Director stated that access to classified documents was 
essential for effective oversight and that blanket denial 
by major agencies decreased the effectiveness and credi- 
bility of the oversight function. 
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ISOO, in its first annual report, recommended to the 
President that support was needed where it had experienced 
access problems so as to arrive at an accommodation. The 
recommendation, however, did not indicate how this would 
be accomplished. 

CONCLUSIONS 

Some agencies have issued directives that deny IS00 
access to their files during onsite inspections. These 
denials are based on a section of ISOO's implementing 
directive that we believe is taken out of context. According 
to the directive, classified information cannot be dissem- 
inated outside an agency to which the information has been 
made available without the originating agency's consent. 
Agencies have interpreted this directive to include docu- 
ments needed by IS00 to effectively do its job during onsite 
inspections. 

During inspections, IS00 does not request, for retention, 
copies of classified documents originated by other agencies. 
It uses those documents only as necessary to review for com- 
pliance with the order. Without proper access, IS00 cannot 
readily determine if derivative classification and declassi- 
fication markings are correctly applied or whether documents 
are properly classified. 

The practice of denying IS00 access to records is con- 
trary to Executive Order 12065 which requires agencies to 
make information available to ISOO, as necessary, to fulfill 
its oversight responsibility, except where such access would 
pose an exceptional national security risk. There are 
instances where documents from third agencies should be 
withheld during IS00 inspections because the documents con- 
tain intelligence data or information relative to sources 
and methods of collection. In those instances, the 
arrangements suggested by CIA for screening the documents 
before access is given to IS00 seem appropriate. 

We believe, however, that the general practice of 
denying all third agency records to IS00 during its onsite 
inspections is contrary to the provisions of the Executive 
order and limits the effectiveness of the Oversight Office. 
We also believe that NSC should support IS00 in its attempt 
to carry out its oversight function. 
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RECOMMENDATION 

i 
We recommend that the Administrator of General Services, 

n consultation with NSC, direct IS00 to revise section IV D 
of its implementing directive to clarify that the only records 
that can be denied to IS00 in carrying out its oversight 
function are those whose disclosure would pose an exceptional 
national security risk. ) Such revision, however, should also ,,,I< ,I,,,, ,,,NWl~~ 88 include special arrangements for IS00 to obtain access to 
those documents containing intelligence data or references 
to sources and methods that are needed to review derivative 
classifications. 

AGENCY COMMENTS AND OUR EVALUATION 

NSC comments and our evaluation 

On August 25, 1980, the Staff Secretary of NSC advised 
us that since IS00 was providing a comprehensive response 
to our report, NSC's comments would be confined to topics 
directly affecting NSC. (See app. IV.) NSC fully supported 
IS00 in the discharge of its oversight function, but avoided 
actions that might convey the impression that NSC, rather 
than ISOO, was primarily responsible for oversight. 

NSC said the earlier difficulties concerning an IS00 
inspection at NSC were probably due to inexperience on both 
sides, and during a recent inspection, NSC granted IS00 
full access to NSC's records. Consequently, NSC did not 
believe that it was necessary to establish the ground rules 
previously proposed by ISOO. NSC did not comment on our 
recommendation. 

IS00 comments and our evaluation 

Although IS00 agreed in principle with our recommenda- 
tion, it did not believe that the implementing directive 
should be revised because the access thus far denied to 
IS00 inspectors did not materially impede their ability 
to perform ISOO's oversight function. IS00 said that the 
question of whether the third agency rule applied to IS00 
remained unresolved and that its application to IS00 in 
the past had caused "limited inconvenience" during inspec- 
tions. IS00 further said that if the third agency rule 
should become a hindrance to ISOO's effective functioning, 
it would pursue clarification and, if necessary, amendment 
of the order to remove IS00 inspectors from the order's 
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scope. IS00 said that our "references to the fact that the 
IS00 staff was denied access to all classified documents from 
any source by the National Security Council (NSC) staff * * * 
is an inaccurate statement." 

Our review of IS00 inspection reports and correspondence 
indicated that access to records during IS00 inspections has 
been a problem. Because derivative classification comprises 
a major part of the documents classified by most agencies, 
we believe that IS00 cannot perform effective inspections at 
those agencies unless it is given access to the documents from 
which the derivative classifications are made. Without such 
access, ISOOscannot determine if the information taken from 
the documents of agencies, other than the one being inspected, 
has been properly classified and marked. In our opinion, IS00 
appears to be backing off from the strong oversight role 
assigned to it by the Executive order. 

Our statement about NSC denying IS00 access to all clas- 
sified documents is not inaccurate. In a November 27, 1979, 
letter to NSC, the former IS00 director, in referring to a 
recent IS00 inspection, made the following statements. 

"There is one aspect of the visit with which 
I am particularly concerned--the NSC Staff posi- 
tion that no classified documents from any source 
would be made available for review. This position 
is inconsistent with Section 5-202(h) of the Order 
and places IS00 in an untenable position." (Under 
scoring supplied.) 

According to the report of a more recent inspection of 
NSC in July 1980, IS00 did not encounter any access to rec- 
ords problems. 

DOD and DOE comments and our evaluation 

Neither DOD or DOE agreed with our recommendation. Both 
agencies viewed IS00 inspections as involving only reviews 
of documents classified originally by the agencies or on the 
basis of instructions in classification guides. Neither 
agency could see a valid reason for IS00 to review the 
documents of other agencies in order for it to carry out 
its oversight function. Both DOD and DOE told us that they 
thought it unlikely that one agency, in possession of a 
classified document from another agency, could determine 
whether access to the document would pose an exceptional 
risk to national security. 
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We clearly state on page 27 that IS00 needs to review 
the documents of other agencies to determine if information 
taken from those documents is properly classified (deriva- 
tively) and marked. Our 1979 review of classified documents 
at 23 DOD offices showed that over 50 percent of the documents 
classified by those offices were derivatively classified based 
on information included in other classified documents. Because 
of the volume of documents derivatively classified in this man- 
ner, IS00 should have access to the documents of other agencies 
to ensure that the agencies being inspected are adhering to 
the requirements of the Executive order, implementing instruc- 
tions, and classification designations on the documents used 
for derivative classification. 

We agree that it might be difficult for one agency to 
determine whether release of another agency's classified 
document would pose an exceptional risk to national security. 
However, since the Executive order, in defining the require- 
ments for use of the three levels of classification, only 
uses "exceptionally grave damage to the national security" 
when the top secret level of classification is used, we 
believe that information classified as top secret may have 
been the type of information that agencies are authorized 
to withhold from ISOO. We believe that IS00 should also 
consider clarifying this point. 
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Mr. R. W. Gutmnn 
Director 
logistics and Cmnunications Division 
United States General &counting Office 
Washington, p. C. 20548 

Dear Mr. Gutmnn: 

!l!hank you for the qzportunity to reply to your letter of July 23, 1980, 
addressed to the Administrator of General Services,in which you solicit 
the views of the General Services Administration on your draft report to 
the Cmgress entitled, “Inproved Rxecutive Branch Oversight of the 
National Security Information Classification Program” Ihe Administrator 
has asked that I, as Director of the Information Security Oversight 
Office (IsaJ), provide you with the views of this agency cm the draft 
report. 

I welcam the qportunity to provide aments on this study of IsoO’s 
efforts to oversee executive branch implementation of the information 
security progrm established by Executive Order 12065; Moreover, I 
am encouraged by the tme of your draft report which indicates imprcmment 
in oversight of the program as cmpared with the findings in your report 
on monitorship of the program by the Interagency Classification Review 
Cumittee under the supcxded E%ecutive Order 11652. 

I agree with ycur assessment that oversight of the program improved during 
the first year of operations of ISOO. I particularly note improved agency 
procedures for administering the program, a greater aptitude toward openness 
and public accessibility, and the very few complaints cmcerning the 
program addressed to this office by n-mbers of the public. I appreciate the 
assistance olCW3 as Is00 seeks further iqrovemnt in the future. 

Eixlosed are the asmsnts of this office to the L eammdations for 
improvesent contained in your draft remrt, as well as Isa3’s reactim 
to certain inaccuracies within it. I will be most happy to meet with 
you or your representatives to discuss these cements should you desire 
to do so. I mxrld welccms the opportunity tc review and camsnt upon any 
fUtUre draft of the GAO report. I can be reached at 633-6880. 

Sincerely, 

i?l%vml csu?Fm- 
Director 

Enclosure 5 
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lSD0 POSlfIDW PAPER 

RESPONSE TO THE DRAFT OF A PROPOSED GAO REPORT 

EWTITLED 

"Ik?PR$EVED EXECCTIYE B~RANCW OVERSIGHT OF THE 
WATIDINAL SECURITY INFORMATION CLASSIFICATION PRDGRM" 

Introduction 

The General Accounting Office (GAO) has submitted to several agencies 
of the executive branch for review and coasnent a draft of a proposed 
GAD report entitled, "Improved Executive Branch Oversight of the Wa- 
tlonal Security Information Classification Program." Tha draft report 
concludes that most recaendations made in its March 9, 1979 report 
on the Government's national security infotmatton classification pro- 
gram pertaining to monitorship were undertaken during the first year 
of operation by the Information Securfty Oversight Office (IWO). Fur- 
ther, it concludes that oversight of the program has improved as a re- 
sult of the lmplemantation of these recamricndatfons. f!otwithstandfng 
these favorable conclusions, the report indicated that in some instan- 
ces IS00 did not take necessary actions to assure effective agency can- 
pliance with the Order: The proposed report offered only four specific 
reccimnondations for improvement of monitorship of the program. 'IWO's 
cumnents on these recommendations are stated below. Included in an ap- 
pendix to this posltion paper are additional recommendations for edi- 
torial and other changes whfch we believe will improve the validtty, 
accuracy and usefulness of the report. 

of individuals who classify informatlcn, and (5) classification infrac- 
tions. 

IS00 CM&NT: It has always been the policy of the IS00 to Obtain the 
most complete data from agencies consistent with the value of those 
data (as.a gauge for adjudging program implementation) when canpared 
with the cost to the taxpayer for collection. Decisions for the estab- 
lishment or ISOD reportfng requirements have been made only after 
lengthly discussions of advantages and disadvantages of each course of 
action with the Interagency Information Security Camalttee, statisti- 
cal analysts, and membirs of the GAO Man. These discussions have re- 
sulted in a balance of interests. i.e.. IS00 and Public interests in 
obtaining information and agency-interests in keeping collection costs 
at a reasonable level. 
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Because it is informetion that is classified and not documents, IS00 has 
required agencies to report an accurate count of the original classifl- 
cation dccislons, and to provide only an estimate of the number of deri- 
vative decisfons. Since In a derivative action the classifier only ap- 
lies markings to information previously classified by an original au- 
thortty, no new fnfonsation Is being withheld from the public by such 
action. It is prfmarfly fnstances of classffication of new information 
(original classification actions), that serve as a basis for adjudging 
agency compliance ~4th the provisions of the Order. 

IS00 reporting fnstructions require that each original classification 
action be reported except in a very limited number of agencies in which 
IS00 approval has been given for utilizing sampling systems. Such ap- 
proval has only been granted in those cases in which the volume of ma- 
terial generated or the dispersion of activities is such that the over- 
all value in gathering the information on an action-by-action basis does 
not warrant the very significant costs that would be involved. 

The draft GAD report singles out the fact that statistics of the Nation- 
al Security Agency (NSA) were not Included in DOD'S submission to the 
1500. While this fact is true, to our knt>wledge no concious effort was 
made to exclude flSA activities from the sample; they simply were not 
among the randomly selected activites included. We understand, however. 
your concern that a major classifying activity of the Department of De- 
fense was not Included in the sample. We will investigate the possf- 
bility of acquiring actual data from that activity or at least a samp- 
liny of its classffication activities to determine the actual impact of 
the omission. 

Similar rational@ applies to GAO,conments regarding the complete report- 
ing of declassification categories assigned to information. It Is the 
assignment of declassification categories to original classification 
actions that will have an Impact on the availability of informatfon to bi 
the public. Derivative classifiers are bound by Executive Order 12065 
to nonor the classification and declassification Ileclsions of those who 
originally classify Information used as a basis for derivative classi- 
fication. There <s no latitude for changing such decisions unless the 
original authority agrees to such change, It is the IS00 opinion that 
the additional gathering of declassification Information on derivative 
actions would not warrant the expense that would be involved, 

Concerning the GAO reconvnendation that complete reporting of mandatory 
review requests and appeals be required, such is the current policy of 
the ISDO. IS00 requirements have always included the mandatory report- 
ing of the number. of cases that required over 30 or 60 days for comple- 
tion of action. In addition, agencies are required to report the num- 
ber of cases carried forward from the previous year, new cases received, 
decisions to declassify, cases carried forward to the next reporting 
period and an estimate of the total pages reviewed. A detailed review 
of agencies' programs for mandatory review has been and will continue to 
be a major item in BOO's inspection program. IS00 fully appreciates 
that responsive action by agencies on mandatory review requests and ap- 
peals is a major factor in building and maintaining public credibility 
in the Government's information security program. 
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In fts first reporting requfrements during a five month test period in 
1979 the IS00 required agencies to report both the number of original 
classifiers and derivative classifiers. The latter was included as a 
one-time requfrement to determine, at a given point in time, the number 
of fndivfduals who were authorized to apply derivative markings. A re- 
view of the reporting requirements indicated that the exigencies of 
program continufty would not allow significant deviations from this 
one-time figure. These deviations would not warrant ttte cost to gather 
the data. A decision was made to continue the requirement to report 
the number of orfglnal classiffcation authorities and to concentrate on 
llmltfng this number In the hopes of controlling classification of In- 
formation in the first instance. 

Concerning GAO comnents regarding the reportinp of classification fn- 
fractions, the IS00 has always requfred the reporting of infractions to 
include overclassification, underclassification, misapplication of time 
limits, classification without authority, improper destruction unau- 
thorized access, improper storage ) unauthorized reproduction, mismarking, 
and unauthorized transmission. We will continue to do SO. 

RECOMREN~ATION: The Administrator of General Services should direct the 
IS00 to revise its implementing directive to require that personnel who 
apply derivative classification markings be identified on the documents. 

IS00 COMMENT: The policy of requiring identification of derivative 
classifiers on the documents they create was considered fully during the 
development of Executive Order 12065 and the IS00 implementing direc- 
tlve. It was the decision at that time that such a requirement should 
not be placed into effect. It has been the experience of the IS00 dur- 
ing inspections of agency information security programs that the identi- 
fication of the individual who made the derivative classification deci- 
sion can usually be determined from the file copy or record maintained 
by the office creating the derivative document. Further, IS00 Directive 
No. 1 provides that, in the absence of the identification of an official 
in the "Classified By" line on a classified document, the signer or ap- 
prover is assumed to be the classifying authority and is responsible for 
the classification decision or the decision to apply the derivative mark- 
ings. 

IS00 agrees, nevertheless, that GAO's proposal does have merit. However, 
under some circumstances and in some activities it could create an ad- 
ministrative burden beyond benefits that might be derived by its adop- 
tion. IS00 will encourage the adoption of the proposal in those agen- 
cies in which the organization, dispersion, administrative practices and 
procedures, and volume of material generated would make the policy eco- 
nomically feasible, We will further seek a justification from those 
agencies or offices in which this would not be the case. 

RECOMMENDATIOH: Rescind the waiver to the Departments of Defense and 
Energy conerning portion marking national security information contained 
in documents that also contain Restricted or Formerly Restricted Data. 

IS00 CCMfENT: The IS00 decision to grant a waiver from the portion mark- 
ing requirements for national security information (NSI) contained in 
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documents also containing Restricted Data or Fonerly Restricted Data 
(RD/FRD) was made only after careful study of the problrm and extensive 
discussions with both the Department of Defense and the Department of 
Energy. Based on those discusslons and examination of materials that 
had been portion narked by knowledgeable experts of the Department of 
Energy, it was apparent that even these experts had difficulty agreeing 
uoon the classifiability or level of classification of the highly tech- 
nical and canplex info6ation involved. It was equally apparent that 
less highly trained individuals would have even more difficulty in Por- 
tion marking such material and the chances for inadvertant disclosure of 
extremely sensitive infonation essential to our national security would 
be increased. Thus, at that time it was the decision of the IS00 that 
the risks to the natIona security by requiring portion marking out- 
weighed the advantages of portion marking. 

IS00 does'recognite the possibility that not requiring portion marking 
nay result in the improper or unnecessary classification of information 
extracted from a document with a mix of NSI and RO/FRD. To control in- 
stances in which this might occur in derivative applications, the IS00 
agreed to the waiver with the proviso that mixed documents not portion 
marked must contain a statement prohibiting the use of the document as 
a source for derivative classffication. As a result, derivative clas- 
sifiers will be forced to use approved DQD/DOE classification guides 
which should materially assist in achieving consistency in the classi- 
fication process. 

Despite our prior conclusion in this matter, IS00 will fully re-examine 
the waiver in coordination with the Departments of Defense and Energy. 
Fending the outcome of that examination, the waiver will remain in ef- 
fect. 

RECCMENDATION: Revise Section IV D. of the IS00 implementing directive 
to clarify that the only records that can be denied to IS00 in carrying 
out its oversight function are those whose disclosure would pose an ex- 
ceptional national security risk. 

t!Xi i?NT: While the IS00 agrees In principle with the GAfl position 
h 00 should be denied access only to classified records that would 

pose an exceptional national security risk, the access denied thus far 
to IS00 analysts has not materially impeded the ability of the office to 
perform its oversight function. Actual inspection of agency documents 
is accomplished on a random sampling basis. Such a procedure permits 
the IS00 to determine general trends in the agency as they apply to the 
classification, declassification and marking of national security infor- 
mation. The IS00 recognizes that in several of the major agencies there 
is some information involving very sensitive programs and systems to 
which access must be limited. This is particularly true for intelli- 
gence sources, methods and operations, contingency plans and the like. 
When the occasion has required it. procedures have been developed joint- 
ly by the aency concerned and the IS00 to screen information prior to 
IS00 inspection. Such screening of infcrration does not preclude IS00 
analysts from evaluating agency implementation because a variety of other 
classified information is made available for their uninhibited review. 
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While we support the theory of maximum possible access by IS00 analysts, 
we also feel there is a valid need for the restrictions imposed on agen- 
cies by the so-called "third agency rule." As stated in the MO report, 
it is a posltive control over unauthorized dissemination of another 
agency's classified inform&ion by the recipient agency. Whether the 
thtrd agency rule applies to IS00 remains unresolved. Its application 
to ISOO in the past has caused limited inconvenience to its analysts, 
when they come across second agency material during an inspection. It 
has not precluded the IS00 from reviewing the material in the originating 
agency (except in limited instances wherein the IS00 agreed that access 
would pose an exceptional risk to the national security). 

Despite the existence of the third agency rule, IS00 analysts have, in 
most instances, been afforded unlimited access to information needed by 
them to accotnolish their oversight role. This has been true even in 
highly sensitive agencies such as the Central Intelligence Agency, the 
Defense Intelligence Agency, the National Security Agency, and the Office 
of the Joint Chiefs of Staff. The GAO report includes references to the 
fact that the IS00 staff was denied access to all classified documents 
from any source by the National Security Council (NSC) staff. This is 
an inaccurate statement. There was never a complete cut-off of infor- 
mation and? in my opinion, what problems which may have existed were 
caused by a lack of communication. From July 14 through 16, 1980, an 
in-depth review and inspection of the NSC staff information security 
program was conducted by IS00 analysts. During the inspection IS00 ana- 
lysts were afforded unprecedented and unimpeded access to all facets of 
the program including classified documents and material. Any problems 
which may have existed previously were more than resolved. I am enclos- 
ing for your information a copy of the inspection report for that in- 
spection as well as a letter to the MC Staff Secretary giving my assess- 
ment of the inspection. 

Until such time as the third agency rule affects the ability of the IS00 
to perform its oversight function effectively, it is my opinion that it 
should remain as written to serve as a deterrent to the unauthorized 
disclosure of national security information. If it should ever become 
a hindrance to ISOO's effective functioning, I will pursue the clarifi- 
cation and, as may become necessary, the amendment of the Order to re- 
move IS00 inspectors from its scope. 
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THE DEPUTY UNDER SECRETARY OF DEFENSE 
WASHINGTON, 0. C. 20301 

In reply refer to: 
I-09152/80 

Mr. R. W. Gutmann 
Director 
Logietice and Communicationa Divieion 
United State8 General Accounting Office 
Waehington, D. C. 20548 

Dear Mr. Gutmann: 

This is In reply to your July 23, 1980 letter to Secretary Brown 
concerning your draft report to the Congress on "Improved Executive 
Branch Oversight of the National Security Information Classification 
Program" (Code 941204)(OSD Care 5493). 

The Department's comtents on the iaauer and recormaendatione contained 
in the draft report are enclored. We truet that these coments will 
be reflected in your final report. 

Sincerely, 

Admiral, USN (Ret.) 

Bnclorure 
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DEPARTMENT OF DEFENSE C-S 
CONCERNING UNITRD STATES GRNRRAL ACCOUNTING OFFICE DRAPT REPORT 941204, 
“IMPROV$D RXECUTIVg RIUlQCR OVER$ICRT OF TIE NATIONAL SECURITY INFORMATION 
CLMSIFICATLCN PRCGR&‘(OSD CASE # 3493) 

Chapter 2 - Classification Action (page 10) 

This rection of.tha draft report that discusses DOD statistics submitted 
to the Information Security Oversight Office (ISOO) is unduly provocative. 
The Cenerel Accounting Office makes the concluaory statement that “The 
Departmant of Dafensa... continuae to understate its classification activity.” 
The Department of Defense takes exception to the implication that with decep- 
tiva purpose it understates the number of its “classification actions.” 

Dua to the prohibitive coet of actually counting all the Department’s classi- 
fiad documents during the 1979 reporting period established by the BOO, the * 
Department’s information security management officials sought out a Defense 
activity that was qualified to design a statistically sound sampling method 
for determining “cleeeification action” or classified document data that 
would be fearible’from a coat viewpoint and acceptable to the ISOO. Such a 
sampling mathodology was developed, proposed to the IS00 which validated its 
integrity, and subsequently approved. Only after the results of the sampling 
were evaluated and projacted to the Dapartment as a whole was it discovered 
that the data base from which the sample was drawn did not contain all elements 
of tha National Security Agancy. It should be noted that the sample was drawn 
from a personnel-oriented data base. The reason for excluding the National 
Security Agency from such a baee is that P.L. 86-36 prwides that information 
in unclassified reports which reveals the organization, functions, numbers of 
tmployttt or their identities, or activities of the National Security Agency 
may not be disclosed. 

In furnishing data regarding its “classification actioas” to the ISOO, the 
Department acknowladgad the National Security Agency omission by stating that 
“the reeulte do not reflect data concerning the National Security Agency because 
it was found to be unrepresented in the Unit Identification Code (data) base 
from which the sample was drawn.” 

Data frw the Department’s “Switch Network Autometic Profile System” (SNAPS), 
even though it dots aot include Sensitive Compartmented Information, is more 
than adequate for the purpose of plotting a tread line. There is no reason 
to axpect that other claasts of documantation, such as ordinary correspondence, 
or other kind@ of Information, such as that handled by the National Security 
Agency, would have a eignificaat impact on the trend line. If the National 
Security Agtncy’a “classification actions” were included, the tread line would 
ba higher but ite contours would probably remain essentially unchanged. 
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The Department of Defense does not endorse the GAO belief that the IS00 
should rescind its approval of the Department’s utilization of SNAPS as an 
economical meana of producing statistical data regarding “classification 
actions” which will produce an interesting trend line over a period of time - 
but a trend line that will not be susceptible to information security manage- 
ment control or. influence. 

Apparently the General Accounting Office persists in its conviction that 
knowledge of the actual total number of classified documents Is useful In 
monitoring implementation of and comrpliance with the Executive Order. The 
draft report indicates that the GAO believes that the only way to evaluate 
whether the amount of Information being clabsifird is being reduced i8 to 
accumulate and compare, over a period of years, statistics on the number of 
“clarsificatioa actioaa.r’ But it remaina the exparience of this Department 
that statistics concerning the number of “classification actions” or documents 
claeslfied at particular levels of classification for particular periods of 
time do not provide a data base that is useful to this Department or to the 
IS00 for measuring progress or to improve the Information Security Program. 
Even if the precise total number of documeats classified by the Deparrmeat 
of Defense could be obtained without incurring unacceptable costs, such data 
would merely reflect an increase or decrease of necessary comunicatioas 
brought about by world events, emergency actions, etc. 

One item of information coataiaed in a docmeat classified at the highest 
levels of the Government may well result in hundreds of classified orders, 
meesages and reports, eech of which is derivatively claseified on the basis 
of that single classified document containing that single item of originally 
claesif ied f.af ormation. The number of documents in which that single item 
of claesified lnfarmntitm exists is not germane to any useful coacera for 
the quality or quantity of original classification decisions. 

Chapter 2 - Individuals Who Classify Information (page 13) 

The draft report atates the GAO belief that the IS00 should require agencies 
to report the total number of people authorized to classify information on 
an origiael aad derivative basis. There is no question with respect to 
reporting original classification authorities. However, the Department of 
Defense questiona the usefulness of counting derivative classifiers. 

Executive Order 12065 clearly requires that persons who apply derivative 
security clausfficatiou markings shall respect original classification de- 
cisione. A failure on the part of the derivative classifier to respect proper 
clesaificatioa decisioae is a failure in responsibility, not authority. 
Counting derivative classifiers will not produce more responsible derivative 
classification actions. 
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Lart yrm the Deptrtmant ertiautsd that it had 169,673 “dativative clrrri- 
fiem” and reportrsd that number to tha ISOO, For that purport a “derivrtive 
Ch88ifiw” VU da&hard c8 am ShO h&8 4 8eCUrity ChW8m8 at a rtrt8d leval. 
& 18 l uthorfr~ed to r&&n or cipprov4 officirl documentation of an organiration. 
In feet, the number of “derivative cle88ifierr” ir 8 number not rubject to 
influencr or control by information recurity mauagement - rather it ir a 
numerical reflection of the #UC, organization, dispersion, and mimdon of 
an agancy. Data regarding the number of “derivative classifiere” within the 
Department of Defcnee would show that this Dtpertment is the largeet in the 
United St&se Covenment and has a mission closely related to the national 
@tCUrity. Effective Laplemontation of Executive Order 12065 ha8 no impact 
on theqe numbers. 

Idsntification of Personnel vho Apply Derivative Markings (page 14) 

The draft report recda that personnel who apply derivative classifi- 
cation marking@ be identified on the document. The General Accounting Office 
apparently percelvaa a lack of accountability on the part of derivative clasei- 
fiere who make use of eecurity claesification guides. That perception is 
unfounded end ignoree comrrmon bu8iness practice a8 well 88 long standing Defense 
policy: the parson who eign8 a document thereby becomes accountable for both 
it@ content and dwivativs claesfficatioa. That such an individual does not 
poe8eae original cla8aification authority does not diminish his or her account- 
ability or responsibility for its content or derived claeeification. 

Thue, the Department of Defense cannot eupport the GAO position that pereoanel 
who apply derivative claerification markings should be identified on documents 
baamuch as it would impoee an additfonsl adminietrativa burden with no benefit 
to the Informetion Security Program. 

Chapter 3 - Portion Markinn Waiver to DOD and DOE (page 21) 

On pega 21 of the report reference io made to a Defense position provided to 
IS00 in support of the portion marking requirement. This la followed closely 
by reference to a DOD request to W30 to approve a waiver of the portion mark- 
ing requirmnt for a certain class of documents containing Restricted or 
Formerly Restricted Data. From this discuseion it would appear that the Depart- 
ment acted in an ambivalent manner in opposing and then aupporting the portion 
marking waiver. Thir la not the care. The waiver requeeted by the Department 
of Defense wae to apply only to e ringle reriee of technical documents developed 
and publlrhcd jointly by the Departmenta of Energy and Defenre. The Depertment 
of Defenre r6que8ted the waiver only after publication of these documents, vital 
to certain tilitary logietics and operations, was delayed intolerably by the 
conflict in DOE and DOD policiee and regulations governing portion marking. 

41 



APPENDIX II APPENDIX II 

The Department notes that the draft report indicates on page 19 that DOD 
regulations provide for portion marking national stcurity information. The 
Department’s Informatfon Stcurity Program Regulation also provides for portion 
marking of classified information that is also Restricted Data or Formerly 
Restricted Data., 

Chapter 4 - Agency Directives on Access to Records (page 27) 

The draft report contains a paraphrase of a January 2, 1980 memorandum to 
the several DOD Components concerning the “third agency” rule and access by 
IS00 staff members during the course of on-site inspections. While the para- 
phrase is accurate enough, it does not convey the full message of the memo- 
randum, i.e., to facilitate IS00 inspections, cooperate with the IS00 inspectors, 
and ensure that accomplisbmtnt of the IS00 mission la not obstructed. The 
Department would not object to inclusion of the January 2, 1980 memorandum in 
the final report as it is believed that it demonstrates the Department’s concern 
for a viable IS00 monitorship program and awareness of tht need for proper appli- 
cation of the “third agency” rule. 

The draft report indicates that becausa the IS00 was denied access to some 
classes of classified information it was unable to accomplish its monitorship 
role in an effective mmner. There is nothing in this Department’s experience 
to support this conclusion. As a practical matter, the IS00 can accomplish 
its on-site inspections without access to any one, or even several, particular 
eubj ect matter areae. IS00 inspection of a wide range of classified documen- 
tation generated by a particular DoD Component is more than sufficient to 
provide a sound baris upon which to judge the adequacy of the classification 
and marking procedures. IS00 inspection of another agency’s classified docu- 
mentation or information in the poeseaaion of the agency being inspected is 
not germane to evaluating the inspected agency’s Information Security Program. 

The Department of Deftnee does not agree with the stated GAO belief that the 
denial of sormc records to IS00 during its on-site inspection is contrary to 
the proviaims of the Executive Order or that euch denial limits the tffective- 
nees of the ISOO. 

The Depertmsnt’s cOmsPents rtgarding the specific recommendations set forth in 
the draft report follow. 

GAO Ret-dations 

---The Administrator of General Servicea. in consultation with the National 
Security Council, should direct the Information Security Oversight Office to 
require agenciae to submit complete reports for (1) classification actions, 
(2) declassification categories assigned to information, (3) mandatory review 
requtets and appeals, (4) the number of individuals who classify information, 
and (5) classification infractions. 
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DOD Position . . 

The Department of Dsfrnrc oppoeas thim recckmendation to the exteut that 
it would result in a requirement for generating and reporting at great 
urpanae rtatietical data that is only generally informative or cannot be 
ured by the Department of Dsfenea or by the IS00 to monitor progrerr or 
improve the effectiire implematation of Executive Order 12065. The Depart- 
ment of Defenee daeir not tnterpoee objection to ‘reporting to the IS00 data 
frox SlVAPS which ha8 proven cmeietent with the’eaxpliog method approved in 
1979. Further, thcra ia no objection to reporting data ae required by IS00 
latter dated 2 April 1980 concerning claeeification ipfractions, original 1. 
cla8sification authorltiee, and mandatory review requests and appeal@. 

GAO Bacommadation 

--- Tha Admiafstrator of General Servicee, in coneultatfon with the National 
Security Council, should direct the Information Security Oversight Office to 
revise itcl inetructione to require that personnel who apply derivative claaei- 
fications marking@ be identified on the documents. 

DOD Position 

The Deportment of Defenee objecte to this recommendation if it ie intended 
to require distinctive but redundant, and therefore unneceaeary, identifi- 
cation of the derivative claaaifier. Ae previously noted, that person is 
the one who signed or approved the document. To require redundancy in this 
area adde nothing, but unneceeeary cost, to effective monitoring of the 
Inforxation Security Program. 

GAO Recomwmdation 

--- The Adxinietrator of General Services, in consultation with the National 
Security Council, should direct the Information Security Oversight Office to 
rescind the waiver to the Departments of Defense and Energy concerning portion 
marking national security information contained in documents that also contain 
Rertricted or Formerly Restricted Data. 

DOD Porition 

The Department of Defenee continues to believe that portion marking achieves 
precirion in any subsequent classification process. 

Recosnmmdetion 

The Administrator of General Senricea, in consultation with the National 
Security Council, should direct the Information Security Oversight Office to 
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revise Section 1V.D. of it6 hplementlng directive to clarify that the only 
record6 that can be denied to lSO0 in carrplng out its oversight function are 
thosa whose disclosure would pose an exceptional national security risk. 

DOD Poaitiou 

The Department of Defeoae objecta to this ret-ndatfoa for the reasons 
already 6tated. Further, thi6 r6ccmmxdrtiou is seriuusly flawed in that, 
for example, 6 DOD por6essor of a Central lntelliSenc6 Agency (CU) classified 
docmeot is not in a podtim during a6 IS00 inspection to detamiot whether 
the CIA COYMd6t6 that accem to the particular document would pose au cxcaptional 
aational security risk. Only the CU could make euch 6 jud@mnt. The mea accea6 
COQBttaiQt6 on CIA would prevail for Defanse documents, if the situation were 
ravened. Thus far, DOD applicatlou of the “third agency” rule ha6 sot, to our 
knowledge, affected advaracly ury IS00 ovarsight reviews of any element of the 
Departmaut of Dcfen6e. 
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Department of Energy 
Washington, D.C. 20585 

Mr. J. Dexter Peach 
Energy and Minerals Division 
U.S. General Accounting Office 
Washington, D.C. 2O!i48 

Dear Mr. Peach: 

APPENDIX III 

We appreciate the opportunity to review and comment on the GAO draft report 
entitled "Improved Executfve Branch Oversight of the National Security 
Information Classification Program", dated July 1980. 

While the Department of Energy (DOE) clearly supports efforts to improve 
the National Security Information Classification Program, serious concern 
has been raised within the Department regarding two recommendations of the 
draft report. Specifically, (1) the recommendation to rescind the waiver 
to the Departments of Defense and Energy concerning portion marking of 
National Security Information (MS11 in documents that also contain Restricted 
Data (RDI and Formerly Restricted Data (FRD); and (21 the recommendation to 
revise Section IV D. of the Informatfon Securfty Oversight Office's (IF&Y) 
directive to clarify that only those records that can be denied to IS00 in 
carrying out its oversight functions are those whose disclosure would pose 
an exceptional national security risk. 

With respect to (11, the DOE believes that portion marking of documents 
containing Restricted Data and/or Formerly Restricted Data in addition to 
National Security Information poses a threat to the security of such 
information (i.e., RD and FRD). This is because Restricted Data and 
Formerly Restricted Data must be handled under special controls dictated by 
the Atanfc Energy Act and may not be automatically dec?assified or even 
downgraded. The information is under continuous review by the DOE and any 
change in classification policy related to such information is promptly 
provided to classifiers in specific changes to classification guides. 

Portion marking of so-called mixed documents (i.e., those containing RD/FRD 
in addition to MS11 could allow derivative classifiers to rely on such 
markings. Errors can, and have, occurred when people portion mark documents. 
In the use of mixed documents, such errors could result in RD/FRD being 
handled as unclassified, being handled at a lower classification level than 
appropriate (i.e., Confidential vs. Secret), or persons without appropriate 
clearance having unauthorized access to RD. Since RD/FRD concerns nuclear 
weapons or the production of special nuclear materials, this is a particularly 
major concern in light of the importance to the national security of preventing 
the proliferation of nuclear weapons capabilities. We believe it is proper 
to continue to exercise the broad constraints on handling documents which 
result from the regulations requiring protection of the entire document as 
RD rather than individual paragraphs as in the case of portion marking. 
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The risk to the security from the compromise of RD/FRD, we believe, 
outweighs significantly any small advantage that might be gained by portion 
marking such documents. Therefore, we believe that the IS00 waiver from * 
portion markinq mixed documents should be sustained. In this regard, 
detailed comments on Chapter 3 are enclosed for your consideration. 

DOE's concern with recommendation (21 lies in the fact that should the IS00 
request access to another agency's Qcunent in the possession of the DOE, 
imnlenentation of this recomncndation would require, in effect, that the 
DOE make a judqrnent as to whether such access (to another agency's document) 
would pose an "exceptional national security risk" pursuant to E.O. 12065. 
By the same token, other agencies would have to make a similar judgment 
with regard to IS00 access to DOE documents in their possession. We do not 
believe that an agency is in a position to make such judgments regarding 
another agency's documents. In addition, the DOE does not see a valid 
reason for the ISDO to inspect other agency documents in the DOE's posses- 
sion when the purpose of the inspection is to examine DOE records. While 
such inspection would permit a minimal "spot check" o-other agency's 
records, the DOE believes that the concern outlined above is a clearly 
overriding factor. 

We appreciate the opportunity to comment on this draft report and trust you 
will consider our connnents in preparing the final report. 

Sincerely, 

L. ‘P. Marshal 'Ryan 
Acting Con !! roller 

Enclosure 
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DETAILED DOE COMMENTS ON PORTION MARKING WAIVER COMMENTS MADE 
IN THE GAO DRAFT REPORT "IMPROVED EXECUTIVE BRANCH OVERSIGHT 
OF THE NATIONAL SECURITY INFORMATION CLASSIFICATION PROGRAM", 

DATED JULY 1980 

(11 p. 23, Second Paragraph 

The documents referred to here had been reviewed first by two highly 
knowledgeable technical personnel. The nature of their disagreements was 
not in interpretation of classification policy, but in what a specific 
paragraph reveals. They had been instructed to mark the classification of 
paragraphs out of context. The third person, also a highly knowledgeable 
technical reviewer, disagreed with some of the determinations of the first 
two. These disagreements arose no't because of a difference in interpreta- 
tion of classification policy, but because the third person was reviewing 
the paragraphs in context. Thus, we believe that the conclusion reached in 
the subject paragraph, that "there may be a problem with the classifiers' 
comprehension of the classification guides or guidance and not in the 
portion marking requirement" is not demonstrated. 

When one classifies a paragraph out of context, he/she overlooks possible 
classified associations between that paragraph and other paragraphs in the 
document or in other documents. When a person classifies paragraphs in 
context, a much more complex undertaking, he/she insures that classified 
associations between individually unclassified items are taken into account. 
Even when paragraphs are portion marked in context, there is still the 
possibility that different reviewers of different versions or of different 
documents on the same subject may classify different segments of a classi- 
fied association. If this happens, when the documents are sanitized, then 
information from the one can be associated with information from the other 
to obtain classified information. 

(21 p. 23, Last Paragraph 

In the second sentence of this paragraph, four items are mentioned that 
allegedly "could result when portion marking is not observed". Each of 
these will be addressed in the following. 

"(1) improper derivative classification and safeguarding" 

There are several points that can be made about this concern. First, 
E.O. 12065 provides that (Section 2-102(b)) "Persons who apply such 
derivative classification markings shall: . . . verify the information's 
current level of classification so far as practicable before applying 
the markings". Therefore, the derivative classifier should contact 
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the originator of the source documents, so far as practical, if there 
is any doubt regarding the classification of extracted information. 
The Executive Order also provides that (Section 2-102(a) 1 derivative 
classifiers '"respect original classification decisions". This means 
that they must ensure that if classified information is derived from a 
document, the derived information is classified and safeguarded the 
same as specified in the source document. 

Even if classified documents are "portion marked", that does not 
necessarily mean that a derivative classifier will be able to unam- 
biguously derive the proper classification of extracted information 
from the portion markings of the source document. In practice, the 
smallest portion has generally been considered a paragraph or a 
subparagraph. Often, paragraphs, and even subparagraphs, consist of 
many sentences which cover more than one concept. In such cases, the 
only classified item may be a single reference to a concept, and if the 
derivative classifier is not familiar with classification policy in the 
area of concern, he/she would probably not be able to determine what is 
classified about the paragraphs. If it is not practical to do so, 
he/she would not contact the originator of the source document for 
further guidance. he/she would then be compelled to classify his/her 
derivative document the same as the portion from which it was extracted, 
even if the classified concept was not extracted. This would thus tend 
to lead to over-classification, possl ‘ble proliferation of iI’tIprOper 

classification through collaterally classified documents, and, as 
expressed in concern number (4) "unclassified information being 
withheld from the public". It is our experience that this situation 
is the rule, rather than the exception. 

We believe that the concern raised here can be alleviated by the 
issuance of detailed classification guidance for use by derivative 
classifiers. Within the DOE, we now have, and have had for many years, 
an extensive system of classification guides for the use of classifiers. 
These guides are constantly being reviewed and revised to reflect 
current classification policy and policy changes. Classifiers are 
notified of such changes as much as possible on a timely basis. This 
is one area we believe classification guides are superior to derivative 
classification through the extraction process. The reason for this is 
that, whereas changes of classification policy and guidance in classi- 
fication guides can easily be issued promptly to derivative classifiers, 
such changes would not come to their attention on a timely basis, if at 
all, if their sole source of guidance is through the portion markings 
of the documents they use. Certainly if a document to be used for 
derivative classification is old, there is a possibility of prolifera- 
tion of over- (or under-) classification through collateral derivative 
classification. This is particularly true when the specific national 
security concerns are dynamic (such as in the areas of nonproliferation, 
nuclear safeguards, and foreign relations matters). 

i ’ 

48 



APPENDIX III APPENDIX III 

"(21 extension of classification beyond the time necessary" 

Since the duration of classification of information in specific portions 
of a document is not required to be specified with the portion marking 
(not even by the DOD), there is no way that a derivative classifier can 
determine what the duration of classification of extracted information 
should be without contacting the originator of the source documents. 
Of course, it can be assumed that such a duration would be less than or 
equal to that specified for the entire document. If the derivative 
class~ffer were to assume that the maximum time specified for the 
source document as a whole were applicable, then he/she likely as not 
would be specifying a duration of classification in excess of that 
necessary for the information extracted. (Incidentally, the duration 
of classification cannot be specified on a document containing Restricted 
Date and/or Formerly Restricted Data, since the declassification of 
such information is restricted by the Atomic Energy Act to certain high 
level DDE officials. Such information is under continuous review by 
the DOE (as required by the Atomic Energy Act) "in order to determine 
which infomfation may be declassified and removed from the category of 
Restricted Data without undue risk to the common defense and security". 
A duration of classification for National Security Information 
incidentally contained in an RD or FRD document should not be placed 
on the document since such a marking could be misleading to custodians 
of the document. Premature declassification of an RD or FRD document 
would likely be harmful to our camnon defense and security.) 

As another point in favor of classification guides, it should be noted 
that the guide is an ideal mediun for the conveyance of the duration 
of classification to classifiers. When using a guide, a derivative 
classifier does not have to use guesswork when he/she is extracting 
infOrViatfOn from a classified document, The guide on the subject at 
hand will specify not only what the classification level of the 
extracted information is, but also what the duration of classification 
is. 

We are not advocating a requirment to indicate the duration of classi- 
fication of each portion of a docment. We believe this would place an 
onerous burden on classifiers who are already required to devote more 
of their time to marking classified documents than seems necessary. 
Such attention to detail takes valuable time that could be used for 
carrying out their primary function (which virtually always is not 
classifying documents). 

"(31 additional expenses" 

It is not clear from the report what "addftfonal expenses" entail from 
not portion marking documents. We will address below the areas that we 
see as possibilities. 
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1. The expense of issuing and maintaining classification guides. 

Such guides are mandated by E.O. 12065, Section 5-403: "Agencies 
with original classification authority shall pF0nulgate guides for 
security classification that will facilitate the identification and 
uniform classification of information requiring protection under 
the provisions of this Order." Since such is the case, then guides 
are required to be issued (a concept we agree with), and the cost 
will be there anyway. It should not be used as a rationale for 
portion marking. 

2. The expense of verifying the classification of extracted 
information. . 

The cost associated with using a guide is not expected to be much 
different frun that incurred In relying on portion marking for 
guidance. In fact, it might be expected to be less for the former 
than for the latter when the derivative classifier must contact the 
OrSginator of the source document for further guidance. 

3. The expense of not using portion markings as criteria for 
sanitizing a document for public release OF for other purposes. 

As will be noted below, we believe that the practtce of relying on 
portion markings far sanitizing a document could be dangerous, 
especially when there is a significant problem of classified 
associations. Be that as it may, however, it should be noted that, 
at least within the DOE, it is our policy and practice to completely 
review each classified document b@fOFe ft is declassified or 
sanitized. (The exception is when the document has been marked for 
automatic declassification and the date for declassification has 
passed.) We feel this is necessary for several reasons. First, it 
will help to take into account the possibility that the classifier 
of the document overlooked a classified association when classifying 
the document. Second, since our experience has shown that portion 
marking a document often leads to errors of marking, such errors 
will be caught in the review process. (It could go either way - 
overclassified portions could be downgraded or declassified, and 
underclassified portions could be upgraded.) Third, it ensures 
that any changes in policy since the document was classified are 
taken into account rather than blindly relying an the original 
determination for older documents, and will tend to assure that 
more unclassified information is made available. Fourth, the 
complete review of a document for sanitization will help to ensure 
that all sanitizations of copies of that document or of related 
documents will be consistent. (This is particularly of concern 
when half of a classified association is released and the remaining 
half retains the classification.) 
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As stated above, we see no real additional expenses resulting from 
not portion marking. As a matter of fact, there does appear to be 
Xitional expense in portion marking a document.This expense 
arises from the greater time required of the classifier since 
he/she must ensure that the document is correctly portion marked. 
This is to ensure that a derivative classifier using that document 
as a source does not extract a piece of information as unclassified 
when so (portion-) marked, if the classifier of the source document 
erred in marking his/her document. Within the DOE, classifiers are 
almost always highly paid technically qualified experts in a field. 
Classifying documents is only a security requirement placed on 
them to ensure that classified information they generate will be 
protected. It is not their primary function. - 

"(4) unclassified information being withheld form (sic) the public" 

It is not clear how the lack of portion marking will be the cause of 
unclassified information being withheld from the public. Only classified 
documents are portion marked, and they are not, as a rule, available 
for public dissemination. Sanitized versions, consisting solely of the 
unclassified portions of the documents, are in general not prepared 
concurrently with the classified version for public dissemination. It 
normally is only upon request that a document is sanitized for public 
release. As we said before, the process of sanitization, at least in 
the DOE involves a complete review of the document, not just a removing 
of portion marked classified paragraphs. If solely the portion markings 
are relied upon for sanitizing a document, then there is a very real 
chance that classified information may be disclosed. This may happen 
if the classifier of the document erred in portion marking, or if the 
classifier overlooked a classified association, or if a classifier of 
one version of the document marked one portion of a classified associa- 
tion and another classifier did the same for the other part of the 
association in another version. 

A complete review does have other advantages regarding the public 
disclosure of unclassified information, First, it would catch errors 
in the ClassificatSon of portions that should not have been classified 
in the first place. Second, it would provide for declassification of 
formerly classified portions when the policy has changed to allow for 
this. Third, only the classified information would be deleted fran 
portion marked classified paragraphs allowing the unclassified contents 
to be released. None of these types of releases would occur if the 
document was sanitized solely on the basis of the portion markings. 

(3) p. 24, Second Paragraph 

The assertion in the second sentence of this paragraph has been dealt with 
thoroughly in the foregoing discussions, and we will not address them again 
here. 
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However, the penultimate sentence does require 
contention is that if source documents are not 
derivative classification is not possible. It 
information in such situations will require an -_- . 

some consideration. The 
portion marked, then 
is contended that extracted 
"original determination". 

We do not agree with this for the followlng reasons: 

(1) 

(21 

(3) 

The derfvatfve classifier shou?d be able to use classification 
guides, thus insuring a consistent classification. Such guides 
are available for Restricted Data and Formerly Restricted Data. 

If classification guides are not available (mainly in the areas 
outsfde Restricted Data and Formerly Restricted Data), then the 
derfvatfve classfffer can contact the office that originated the 
source.document for a reading on classification. 

Even portion markings do not always provide sufficient guidance for 
determining the classification of extracted information (as discussed 
more fully above). 

(41 p. 24 Last Paragraph 

We believe this recommendation is overly harsh inasmuch as it appears to 
cfrcunvent our right to appeal the decision of the Director of the Infor- 
mation Security Oversight Office (ISOO) to the National Security Council 
(Section 5-202f of E.O. 12065). We would want to have the option of 
exercisfng that right. 
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NATIONAL SECURITY COUNCIL 
WASHINGTON. D.C. 20506 

August 25, 1980 

APPENDIX IV 

Dear Mr. Fasick: 

This is in response to your July 30, 1980, letter to Dr. Zbigniew 
Brzezinski, which transmits for National Security Council comment 
a draft of your report to Congress (job number 941204) entitled 
"Improved Executive Branch Oversight of the National Security 
Information Classification Program." Since the Information 
Security Oversight Office is providing a comprehensive response 
to your draft, I will confine my comments to topics that directly 
affect the NSC. 

First, and most importantly, the NSC fully supports IS00 in the 
discharge of that office's oversight function. We are in almost 
daily contact with ISOO, and we stand ready to assist and advise 
the office as it oversees implementation of the President's 
executive order on classification. 

However, because the President vested primary oversight respon- 
sibility in the Director of ISOO, we have carefully avoided 
actions that might lead the affected agencies to think that the 
NSC, rather than ISOO, bears this primary responsibility. Thus, 
when the previous Director wrote to the NSC concerning the 
Defense Department-Energy Department dispute concerning portion 
marking, the Director was orally advised that this matter fell 
directly within his delegated responsibilities and that it 
would not.be necessary to forward the matter to the NSC for 
review unless an issue still remained after IS00 had made its 
final determination. We received no further communication from 
the Director. However, since your draft recommends further 
action on this matter, I expect that we may be approached by 
IS00 in the future if an issue still remains. 

Second, it is difficult to reconstruct why IS00 staffers con- 
sidered that they encountered problems concerning access to 
NSC records during an on-site inspection in October 1979; both 
the original Director of IS00 and the primary NSC point of 
contact have departed since that time. My recollection is one 
that would indicate that if there had been any problems, they 
would be attributable above all to inexperience on both sides 
on how to handle such inspections. However, as the attached 
report indicates, IS00 was granted full access to NSC records 
during its most recent inspection. Thus, we believe it is 
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unnecessary, and probably counterproductive, to agree to the 
limiting ground rules proposed in the Acting Director's letter 
of February 15, 1980. We have so informed the current Director 
of ISQO, who agrees. 

Thank you for the opportunity to comment on your draft. We 
were especially pleased to note your conclusion that oversight 
of the national security information program has improved under 
Executive Order 12065, even though further work may still be 
necessary. I believe that we share a common commitment to an 
effective program, and we look forward to working with IS00 in 
addressing the recommendations made in your report. 

Sincerely, 

Christine Dodson 
Staff Secretary 

Attachment 

Mr. J. K. Fasick 
Director 
International Division 
United States General 

Accounting Office 
Washington, DC 20548 

(941204) 
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